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Overview

Through proactive security testing, Xylem identified a vulnerability impacting AquaView versions 1.60,
7.x, and 8.x. There is no evidence the vulnerability has been exploited.

Vulnerability Details
CVE ID: CVE-2021-42833
CVSS v3.0 Base Score 9.3 | Critical | CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

A CWE-798: Use of Hardcoded Credentials vulnerability exists that could allow an authenticated local
attacker to create users, delete users, manipulate users, update system and security levels, or reuse the
credentials to further penetrate the system.

Affected Products and Versions
e AquaView — Versions 1.60, 7.x, 8.x
Mitigation
Please click the link below and follow the instructions to implement the AquaView security upgrade.

1.60

AquaView 1.60 SecuritySettings.pdf

7.x-8.x

AquaView 7.x-8.x SecuritySettings.pdf

For assistance with implementing the security settings, please contact Monitoring & Control
Technical Support for Flygt products using one of the methods below.

e Create a PAS Case: https://xylem.my.salesforce.com/console
e Send an e-mail: mcaftermarket@xylem.com
e Calltelephone support: +46-8-475 6868

References
e Xylem Product Security Advisories
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https://www.xylem.com/siteassets/about-xylem/cybersecurity/advisories/2021-11-11_Aqv_1_60_SecuritySettings.pdf
https://www.xylem.com/siteassets/about-xylem/cybersecurity/advisories/2021-11-11_Aqv_8_x_SecuritySettings.pdf
https://xylem.my.salesforce.com/console
mailto:mcaftermarket@xylem.com
http://xylem.com/security-advisories
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e CVE-2021-42833: NIST National Vulnerability Database (NVD) and MITRE CVE® List
e |CSA-21-xxx-xx - CISA ICS-CERT Advisory

Contact Information

For any questions related to this Xylem Product Security Advisory, please contact
product.security@xylem.com.

For questions related to the AquaView upgrade, please contact +46-8-475 6868.

Disclaimer

This document is provided on an as is basis and does not imply any kind of guarantee or
warranty, including the warranties of merchantability or fitness for a particular use. Use of the
information on the document or materials linked from the document is at your own risk.
Xylem reserves the right the change or update this document any time.
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