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Through proactive security testing, Xylem identified a vulnerability impacting AquaView versions 1.60, 

7.x, and 8.x.  There is no evidence the vulnerability has been exploited.   

CVE ID: CVE-2021-42833 

CVSS v3.0 Base Score 9.3 | Critical | CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H 

A CWE-798: Use of Hardcoded Credentials vulnerability exists that could allow an authenticated local 

attacker to create users, delete users, manipulate users, update system and security levels, or reuse the 

credentials to further penetrate the system.   

• AquaView – Versions 1.60, 7.x, 8.x 

Please click the link below and follow the instructions to implement the AquaView security upgrade. 
 

• 

• 

• 

• 

https://www.xylem.com/siteassets/about-xylem/cybersecurity/advisories/2021-11-11_Aqv_1_60_SecuritySettings.pdf
https://www.xylem.com/siteassets/about-xylem/cybersecurity/advisories/2021-11-11_Aqv_8_x_SecuritySettings.pdf
https://xylem.my.salesforce.com/console
mailto:mcaftermarket@xylem.com
http://xylem.com/security-advisories
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• 

• 

https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-42833
https://us-cert.cisa.gov/ics/advisories/
mailto:product.security@xylem.com

