Summary
The following is a list of the updates that Sensus has tested and approved to operate with our
software running on Red Hat Enterprise Linux.

Red Hat Enterprise Linux - version

2024-
11-26

2024-
11-26
2024-
11-25
2024-
11-25
2024-
11-14
2024-
11-13
2024-
11-13
2024-
11-12
2024-
11-05
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04

2024-
11-04

security
security
security
security
security
security
security
security
security
security
security
security
security

security

enhancement

enhancement

bugfix

RHSA-

2024:10379

RHSA-

2024:10289

RHSA-

2024:10281

RHSA-

2024:10219

RHSA-
2024:9689

RHSA-
2024:9573

RHSA-
2024:9540

RHSA-
2024:9502

RHSA-
2024:8922

RHSA-
2024:8860

RHSA-
2024:8856

RHSA-
2024:8847

RHSA-
2024:8846

RHSA-
2024:8833

RHEA-
2024:8857

RHEA-
2024:8852

RHBA-
2024:8866

Important: pam security update

Moderate: container-tools:rhel8
security update

Moderate: kernel:4.18.0 security
update

Moderate: perl-App-
cpanminus:1.7044 security update

Low: binutils security update
Important: libsoup security update
Important: tigervnc security update
Moderate: expat security update
Low: bzip2 security update
Important: krb5 security update

Moderate: kernel security update

Moderate: grafana-pcp security
update

Important: container-tools:rhel8
security update

Moderate: libtiff security update

microcode_ctl bug fix and
enhancement update

libproxy bug fix and enhancement
update

glib2 bug fix update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHSA-2024:10379
https://access.redhat.com/errata/RHSA-2024:10379
https://access.redhat.com/errata/RHSA-2024:10289
https://access.redhat.com/errata/RHSA-2024:10289
https://access.redhat.com/errata/RHSA-2024:10281
https://access.redhat.com/errata/RHSA-2024:10281
https://access.redhat.com/errata/RHSA-2024:10219
https://access.redhat.com/errata/RHSA-2024:10219
https://access.redhat.com/errata/RHSA-2024:9689
https://access.redhat.com/errata/RHSA-2024:9689
https://access.redhat.com/errata/RHSA-2024:9573
https://access.redhat.com/errata/RHSA-2024:9573
https://access.redhat.com/errata/RHSA-2024:9540
https://access.redhat.com/errata/RHSA-2024:9540
https://access.redhat.com/errata/RHSA-2024:9502
https://access.redhat.com/errata/RHSA-2024:9502
https://access.redhat.com/errata/RHSA-2024:8922
https://access.redhat.com/errata/RHSA-2024:8922
https://access.redhat.com/errata/RHSA-2024:8860
https://access.redhat.com/errata/RHSA-2024:8860
https://access.redhat.com/errata/RHSA-2024:8856
https://access.redhat.com/errata/RHSA-2024:8856
https://access.redhat.com/errata/RHSA-2024:8847
https://access.redhat.com/errata/RHSA-2024:8847
https://access.redhat.com/errata/RHSA-2024:8846
https://access.redhat.com/errata/RHSA-2024:8846
https://access.redhat.com/errata/RHSA-2024:8833
https://access.redhat.com/errata/RHSA-2024:8833
https://access.redhat.com/errata/RHEA-2024:8857
https://access.redhat.com/errata/RHEA-2024:8857
https://access.redhat.com/errata/RHEA-2024:8852
https://access.redhat.com/errata/RHEA-2024:8852
https://access.redhat.com/errata/RHBA-2024:8866
https://access.redhat.com/errata/RHBA-2024:8866

2024-
11-04

2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
11-04
2024-
10-23
2024-
10-22
2024-
10-16
2024-
10-15
2024-
10-13
2024-
10-09
2024-
10-01
2024-
09-29
2024-
09-23
2024-
09-23

2024-
09-23

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
enhancement
security
security
security
security
security
security

security

RHBA-
2024:8861

RHBA-
2024:8858

RHBA-
2024:8855

RHBA-
2024:8854

RHBA-
2024:8853

RHBA-
2024:8850

RHBA-
2024:8841

RHBA-
2024:8839

RHBA-
2024:8805

RHSA-
2024:8353

RHSA-
2024:8327

RHSA-
2024:8124

RHEA-

2024:8159

RHSA-

2024:8038

RHSA-

2024:7848

RHSA-

2024:7481

RHSA-

2024:7349

RHSA-

2024:7000

RHSA-

2024:6989

RHSA-

2024:6987

openldap bug fix update
linux-firmware bug fix update
chrony bug fix update

grub2 bug fix update

cups bug fix update

virt:rhel bug fix and enhancement
update

rsyslog bug fix update

httpd:2.4 bug fix and enhancement
update

tzdata bug fix and enhancement
update

Important: NetworkManager-
libreswan security update

Important: grafana security update

Moderate: java-17-openjdk security
update

microcode_ctl bug fix and
enhancement update

Important: container-tools:rhel8
security update

Low: openssl security update

Important: linux-firmware security
update

Moderate: grafana security update
Important: kernel security update
Moderate: expat security update

Moderate: emacs security update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.15,CB 7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHBA-2024:8861
https://access.redhat.com/errata/RHBA-2024:8861
https://access.redhat.com/errata/RHBA-2024:8858
https://access.redhat.com/errata/RHBA-2024:8858
https://access.redhat.com/errata/RHBA-2024:8855
https://access.redhat.com/errata/RHBA-2024:8855
https://access.redhat.com/errata/RHBA-2024:8854
https://access.redhat.com/errata/RHBA-2024:8854
https://access.redhat.com/errata/RHBA-2024:8853
https://access.redhat.com/errata/RHBA-2024:8853
https://access.redhat.com/errata/RHBA-2024:8850
https://access.redhat.com/errata/RHBA-2024:8850
https://access.redhat.com/errata/RHBA-2024:8841
https://access.redhat.com/errata/RHBA-2024:8841
https://access.redhat.com/errata/RHBA-2024:8839
https://access.redhat.com/errata/RHBA-2024:8839
https://access.redhat.com/errata/RHBA-2024:8805
https://access.redhat.com/errata/RHBA-2024:8805
https://access.redhat.com/errata/RHSA-2024:8353
https://access.redhat.com/errata/RHSA-2024:8353
https://access.redhat.com/errata/RHSA-2024:8327
https://access.redhat.com/errata/RHSA-2024:8327
https://access.redhat.com/errata/RHSA-2024:8124
https://access.redhat.com/errata/RHSA-2024:8124
https://access.redhat.com/errata/RHEA-2024:8159
https://access.redhat.com/errata/RHEA-2024:8159
https://access.redhat.com/errata/RHSA-2024:8038
https://access.redhat.com/errata/RHSA-2024:8038
https://access.redhat.com/errata/RHSA-2024:7848
https://access.redhat.com/errata/RHSA-2024:7848
https://access.redhat.com/errata/RHSA-2024:7481
https://access.redhat.com/errata/RHSA-2024:7481
https://access.redhat.com/errata/RHSA-2024:7349
https://access.redhat.com/errata/RHSA-2024:7349
https://access.redhat.com/errata/RHSA-2024:7000
https://access.redhat.com/errata/RHSA-2024:7000
https://access.redhat.com/errata/RHSA-2024:6989
https://access.redhat.com/errata/RHSA-2024:6989
https://access.redhat.com/errata/RHSA-2024:6987
https://access.redhat.com/errata/RHSA-2024:6987

2024-
09-23

2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-23
2024-
09-16

2024-
09-05

security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

security

RHSA-
2024:6986

RHSA-
2024:6975

RHSA-
2024:6969

RHSA-
2024:6964

RHSA-
2024:6963

RHBA-
2024:6988

RHBA-
2024:6985

RHBA-
2024:6984

RHBA-
2024:6983

RHBA-
2024:6982

RHBA-
2024:6981

RHBA-
2024:6980

RHBA-
2024:6978

RHBA-
2024:6977

RHBA-
2024:6976

RHBA-
2024:6974

RHBA-
2024:6968

RHBA-
2024:6967

RHBA-
2024:6680

RHSA-
2024:6422

Low: nano security update

Moderate: python3 security update

Moderate: container-tools:rhel8

security update

Moderate: virt:rhel and virt-
devel:rhel security update

Moderate: gtk3 security update

glibc bug fix update

avahi bug fix update

firewalld bug fix and enhancement

update

libuser bug fix and enhancement

update

blktrace bug fix update

libldb bug fix update

kexec-tools bug fix update

samba bug fix update

systemd bug fix update

findutils bug fix update

libX11 bug fix update

tigervnc bug fix update
xmlsecl bug fix update

nss bug fix and enhancement update

Important: bubblewrap and flatpak

security update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHSA-2024:6986
https://access.redhat.com/errata/RHSA-2024:6986
https://access.redhat.com/errata/RHSA-2024:6975
https://access.redhat.com/errata/RHSA-2024:6975
https://access.redhat.com/errata/RHSA-2024:6969
https://access.redhat.com/errata/RHSA-2024:6969
https://access.redhat.com/errata/RHSA-2024:6964
https://access.redhat.com/errata/RHSA-2024:6964
https://access.redhat.com/errata/RHSA-2024:6963
https://access.redhat.com/errata/RHSA-2024:6963
https://access.redhat.com/errata/RHBA-2024:6988
https://access.redhat.com/errata/RHBA-2024:6988
https://access.redhat.com/errata/RHBA-2024:6985
https://access.redhat.com/errata/RHBA-2024:6985
https://access.redhat.com/errata/RHBA-2024:6984
https://access.redhat.com/errata/RHBA-2024:6984
https://access.redhat.com/errata/RHBA-2024:6983
https://access.redhat.com/errata/RHBA-2024:6983
https://access.redhat.com/errata/RHBA-2024:6982
https://access.redhat.com/errata/RHBA-2024:6982
https://access.redhat.com/errata/RHBA-2024:6981
https://access.redhat.com/errata/RHBA-2024:6981
https://access.redhat.com/errata/RHBA-2024:6980
https://access.redhat.com/errata/RHBA-2024:6980
https://access.redhat.com/errata/RHBA-2024:6978
https://access.redhat.com/errata/RHBA-2024:6978
https://access.redhat.com/errata/RHBA-2024:6977
https://access.redhat.com/errata/RHBA-2024:6977
https://access.redhat.com/errata/RHBA-2024:6976
https://access.redhat.com/errata/RHBA-2024:6976
https://access.redhat.com/errata/RHBA-2024:6974
https://access.redhat.com/errata/RHBA-2024:6974
https://access.redhat.com/errata/RHBA-2024:6968
https://access.redhat.com/errata/RHBA-2024:6968
https://access.redhat.com/errata/RHBA-2024:6967
https://access.redhat.com/errata/RHBA-2024:6967
https://access.redhat.com/errata/RHBA-2024:6680
https://access.redhat.com/errata/RHBA-2024:6680
https://access.redhat.com/errata/RHSA-2024:6422
https://access.redhat.com/errata/RHSA-2024:6422

2024-
08-27

2024-
08-27
2024-
08-26
2024-
08-26
2024-
08-21
2024-
08-20
2024-
08-18
2024-
08-18
2024-
08-13
2024-
08-13
2024-
08-13
2024-
08-13
2024-
08-13
2024-
08-13
2024-
08-13
2024-
08-13
2024-
08-13
2024-
08-13
2024-
08-13

2024-
08-12

bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
security
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

security

RHBA-
2024:5915

RHBA-
2024:5893

RHBA-
2024:5834

RHBA-
2024:5811

RHBA-
2024:5736

RHSA-
2024:5654

RHSA-
2024:5530

RHSA-
2024:5524

RHSA-
2024:5312

RHSA-
2024:5309

RHSA-
2024:5299

RHSA-
2024:5291

RHEA-
2024:5296

RHBA-
2024:5311

RHBA-
2024:5310

RHBA-
2024:5308

RHBA-
2024:5307

RHBA-
2024:5303

RHBA-
2024:5295

RHSA-
2024:5258

sos bug fix and enhancement update

virt:rhel bug fix and enhancement
update

glibc bug fix update

scap-security-guide bug fix and
enhancement update

ca-certificates bug fix and
enhancement update

Moderate: curl security update

Important: python-setuptools
security update

Important: bind security update

Moderate: krb5 security update

Moderate: python-urllib3 security
update

Moderate: wget security update

Moderate: grafana security update

grafana-pcp bug fix and
enhancement update

firewalld bug fix and enhancement
update

openssh bug fix update
libdnf bug fix update
sssd bug fix update

tigervnc bug fix update

mesa bug fix and enhancement
update

Important: container-tools:rhel8
security update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHBA-2024:5915
https://access.redhat.com/errata/RHBA-2024:5915
https://access.redhat.com/errata/RHBA-2024:5893
https://access.redhat.com/errata/RHBA-2024:5893
https://access.redhat.com/errata/RHBA-2024:5834
https://access.redhat.com/errata/RHBA-2024:5834
https://access.redhat.com/errata/RHBA-2024:5811
https://access.redhat.com/errata/RHBA-2024:5811
https://access.redhat.com/errata/RHBA-2024:5736
https://access.redhat.com/errata/RHBA-2024:5736
https://access.redhat.com/errata/RHSA-2024:5654
https://access.redhat.com/errata/RHSA-2024:5654
https://access.redhat.com/errata/RHSA-2024:5530
https://access.redhat.com/errata/RHSA-2024:5530
https://access.redhat.com/errata/RHSA-2024:5524
https://access.redhat.com/errata/RHSA-2024:5524
https://access.redhat.com/errata/RHSA-2024:5312
https://access.redhat.com/errata/RHSA-2024:5312
https://access.redhat.com/errata/RHSA-2024:5309
https://access.redhat.com/errata/RHSA-2024:5309
https://access.redhat.com/errata/RHSA-2024:5299
https://access.redhat.com/errata/RHSA-2024:5299
https://access.redhat.com/errata/RHSA-2024:5291
https://access.redhat.com/errata/RHSA-2024:5291
https://access.redhat.com/errata/RHEA-2024:5296
https://access.redhat.com/errata/RHEA-2024:5296
https://access.redhat.com/errata/RHBA-2024:5311
https://access.redhat.com/errata/RHBA-2024:5311
https://access.redhat.com/errata/RHBA-2024:5310
https://access.redhat.com/errata/RHBA-2024:5310
https://access.redhat.com/errata/RHBA-2024:5308
https://access.redhat.com/errata/RHBA-2024:5308
https://access.redhat.com/errata/RHBA-2024:5307
https://access.redhat.com/errata/RHBA-2024:5307
https://access.redhat.com/errata/RHBA-2024:5303
https://access.redhat.com/errata/RHBA-2024:5303
https://access.redhat.com/errata/RHBA-2024:5295
https://access.redhat.com/errata/RHBA-2024:5295
https://access.redhat.com/errata/RHSA-2024:5258
https://access.redhat.com/errata/RHSA-2024:5258

2024-
08-11

2024-
08-08
2024-
08-07
2024-
07-23
2024-
07-18
2024-
07-17
2024-
07-09
2024-
07-08
2024-
07-07
2024-
07-07
2024-
07-02
2024-
07-02
2024-
07-02
2024-
07-02
2024-
07-02
2024-
07-02
2024-
07-02
2024-
07-02
2024-
07-02

2024-
07-02

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
bugfix

bugfix

RHSA-
2024:5193

RHSA-
2024:5101

RHSA-
2024:5079

RHSA-
2024:4720

RHSA-
2024:4620

RHSA-
2024:4568

RHSA-
2024:4420

RHSA-
2024:4376

RHSA-
2024:4351

RHSA-
2024:4211

RHSA-
2024:4265

RHSA-
2024:4264

RHSA-
2024:4262

RHSA-
2024:4260

RHSA-
2024:4256

RHSA-
2024:4252

RHSA-
2024:4249

RHSA-
2024:4246

RHBA-
2024:4266

RHBA-
2024:4263

Important: httpd:2.4 security update
Important: kernel security update
Moderate: libtiff security update
Important: httpd:2.4 security update

Important: libndp security update

Important: java-17-openjdk security
update

Important: virt:rhel and virt-
devel:rhel security update

Moderate: libreswan security update

Low: virt:rhel and virt-devel:rhel
security and bug fix update

Important: kernel security and bug
fix update

Moderate: cups security update

Low: openldap security update

Moderate: linux-firmware security
update

Moderate: python-idna security
update

Important: less security update
Moderate: nghttp2 security update

Low: c-ares security update

Moderate: container-tools security
update

kexec-tools bug fix update

krb5 bug fix update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.15,CB 7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix
security
security
bugfix
security
bugfix
bugfix
security
security
security

security

RHBA-
2024:4261

RHBA-
2024:4257

RHBA-
2024:4255

RHBA-
2024:4253

RHBA-
2024:4251

RHBA-
2024:4250

RHBA-
2024:4239

RHSA-
2024:4197

RHSA-
2024:4084

RHBA-
2024:4049

RHSA-
2024:3968

RHSA-
2024:3626

RHBA-
2024:3624

RHSA-
2024:3618

RHBA-
2024:3381

RHBA-
2024:3358

RHSA-
2024:3347

RHSA-
2024:3344

RHSA-
2024:3341

RHSA-
2024:3271

samba bug fix update

redhat-release bug fix and

enhancement update

systemd update

policycoreutils bug fix update

pam bug fix update

libtirpc bug fix update

tigervnc enhancement update

Moderate: httpd:2.4/httpd security

update

Important: git security update

sos bug fix and enhancement update

Moderate: container-tools:rhel8 bug
fix and enhancement update

Moderate: libxml2 security update

scap-security-guide bug fix and

enhancement update

Moderate: kernel update

tuned bug fix update

polkit bug fix update

Important: python3 security update

Important: glibc security update

Moderate: gdk-pixbuf2 security

update

Important: bind and dhcp security

update
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security
security
security
security
security
security
security
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security
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security
security
security
security
security
security
security
security

security
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2024:3270

RHSA-
2024:3269
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2024:3268

RHSA-
2024:3265

RHSA-
2024:3261

RHSA-
2024:3254

RHSA-
2024:3253

RHSA-
2024:3233

RHSA-
2024:3214

RHSA-
2024:3203

RHSA-
2024:3184

RHSA-
2024:3178

RHSA-
2024:3166

RHSA-
2024:3163

RHSA-
2024:3139

RHSA-
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RHSA-
2024:3121

RHSA-
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RHSA-
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Moderate: sssd security update
Important: glibc security update
Low: krb5 security update
Important: grafana security update

Important: tigervnc security update

Important: container-tools:rhel8
security update

Moderate: virt:rhel and virt-
devel:rhel security update

Low: libssh security update
Moderate: gmp security update
Moderate: systemd security update

Moderate: grub2 security update

Important: linux-firmware security
update

Moderate: openssh security update

Moderate: pam security update

Moderate: squashfs-tools security
update

Moderate: kernel security, bug fix,
and enhancement update

Moderate: httpd:2.4 security update

Moderate: perl-CPAN security
update

Moderate: tigervnc security update

Moderate: libtiff security update
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securit RHSA-
y 2024:3049
securit RHSA-
y 2024:2988
securit RHSA-
y 2024:2980
securit RHSA-
y 2024:2973
securit RHSA-
y 2024:2962
enhancement RHEA-
2024:3235
enhancement RHEA-
2024:3209
enhancement RHEA-
2024:3168
bugfix RHBA-
2024:3274
bugfix RHBA-
9 2024:3272
bugfix RHBA-
9 2024:3266
bugfix RHBA-
2024:3263
bugfix RHBA-
9 2024:3262
bugfix RHBA-
9 2024:3238
bugfix RHBA-
9 2024:3237
bugfix RHBA-
9 2024:3236
bugfix RHBA-
9 2024:3234
bugfix RHBA-
9 2024:3231
bugfix RHBA-
9 2024:3230

Moderate: perl-Convert-ASN1
security update

Moderate: container-tools:rhel8
security update

Moderate: harfbuzz security update

Moderate: libX11 security update

Moderate: virt:rhel and virt-
devel:rhel security and enhancement
update

iproute bug fix and enhancement
update

tzdata bug fix and enhancement
update

libkcapi bug fix and enhancement
update

sos update

gcc bug fix update

grafana-pcp bug fix and
enhancement update

libreswan bug fix and enhancement
update

nss bug fix update

shim bug fix and enhancement
update

bash bug fix and enhancement
update

expat bug fix and enhancement
update

libtirpc bug fix and enhancement
update

realmd bug fix and enhancement
update

file bug fix and enhancement update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
bugfix

bugfix
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RHBA-
2024:3223

RHBA-
2024:3222

RHBA-
2024:3221

RHBA-
2024:3220

RHBA-
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2024:3213

RHBA-
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RHBA-
2024:3210

RHBA-
2024:3206

RHBA-
2024:3204

RHBA-
2024:3198

RHBA-
2024:3197

RHBA-
2024:3195

RHBA-
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Ivm2 bug fix and enhancement
update

bind bug fix and enhancement
update

util-linux bug fix and enhancement

update

fuse bug fix and enhancement update

hwdata bug fix and enhancement
update

tuned bug fix and enhancement
update

python-pip bug fix and enhancement

update

gpgme bug fix and enhancement
update

policycoreutils bug fix and
enhancement update

net-snmp bug fix and enhancement

update

glib2 bug fix and enhancement
update

firewalld bug fix and enhancement
update

chrony bug fix and enhancement
update

dmidecode bug fix and enhancement

update
perl-HTTP-Tiny bug fix and
enhancement update

grubby bug fix and enhancement
update

shared-mime-info bug fix and
enhancement update

librepo bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

cronie bug fix and enhancement
update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2024:3192

RHBA-
2024:3191

RHBA-
2024:3190

RHBA-
2024:3189

RHBA-
2024:3188

RHBA-
2024:3187

RHBA-
2024:3186

RHBA-
2024:3185

RHBA-
2024:3183

RHBA-
2024:3182

RHBA-
2024:3181

RHBA-
2024:3180

RHBA-
2024:3179

RHBA-
2024:3174

RHBA-
2024:3173

RHBA-
2024:3172

RHBA-
2024:3171

RHBA-
2024:3169

RHBA-
2024:3167

RHBA-
2024:3165

python3 bug fix and enhancement
update

pll-kit bug fix and enhancement
update

trousers bug fix and enhancement
update

libtalloc bug fix and enhancement
update

libtdb bug fix and enhancement
update

libtevent bug fix and enhancement
update

libldb bug fix and enhancement
update

samba bug fix and enhancement
update

device-mapper-multipath bug fix and
enhancement update

smartmontools bug fix and
enhancement update

tpm2-tss bug fix and enhancement
update

dracut bug fix and enhancement
update

avahi bug fix and enhancement
update

findutils bug fix and enhancement
update

audit bug fix and enhancement
update

elfutils bug fix and enhancement
update

mdadm bug fix and enhancement
update

dnf-plugins-core bug fix and
enhancement update

rdma-core bug fix and enhancement
update

cups bug fix and enhancement
update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2024:3164

RHBA-
2024:3162

RHBA-
2024:3161

RHBA-
2024:3159

RHBA-
2024:3158

RHBA-
2024:3156

RHBA-
2024:3155

RHBA-
2024:3154

RHBA-
2024:3153

RHBA-
2024:3152

RHBA-
2024:3151

RHBA-
2024:3150

RHBA-
2024:3148

RHBA-
2024:3147

RHBA-
2024:3146

RHBA-
2024:3144

RHBA-
2024:3143

RHBA-
2024:3142

RHBA-
2024:3141

RHBA-
2024:3140

dnf bug fix and enhancement update 'v4.14,v4.15,CB7.0.2

shadow-utils bug fix and

v4.14,v4.15,CB7.0.2
enhancement update
libdnf bug fix and enhancement V4.14.v4.15.CB7.0.2
update
python-linux-procfs bug fix and V4.14.v4.15.CB7.0.2
enhancement update
mcelog bug fix and enhancement V4.14.v4.15,CB7.0.2

update
rpm bug fix and enhancement update v4.14,v4.15,CB7.0.2

kmod bug fix and enhancement

v4.14,v4.15,CB7.0.2
update

curl bug fix and enhancement update v4.14,v4.15,CB7.0.2

NetworkManager bug fix and

v4.14,v4.15,CB7.0.2
enhancement update
glibc bug fix and enhancement V4.14.v4.15,CB7.0.2
update
acl bug fix and enhancement update v4.14,v4.15,CB7.0.2
python-urllib3 bug fix and v4.14.v4.15.CB7.0.2

enhancement update
sssd bug fix and enhancement update v4.14,v4.15,CB7.0.2

xfsdump bug fix and enhancement

v4.14,v4.15,CB7.0.2
update
kmod-kvdo bug fix and enhancement v4.14.v4.15.CB7.0.2
update

gcc bug fix and enhancement update v4.14,v4.15,CB7.0.2

selinux-policy bug fix and

v4.14,v4.15,CB7.0.2
enhancement update
numactl bug fix and enhancement V4.14.v4.15.CB7.0.2
update
c-ares bug fix and enhancement V4.14.v4.15,CB7.0.2
update
kexec-tools bug fix and enhancement V4.14.v4.15,CB7.0.2

update
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2024- RHBA- libsoup bug fix and enhancement

05-22 bugfix 2024:3136  update v4.14,v4.15,CB7.0.2
0 bt SRS MM scsnos
32_2242' bugfix 502—32-126 Ugg;\tlgd bug fix and enhancement 1 11 \4 15 CB7.0.2
0 bt A SN sscenos
322242 bugfix 5(;_'2[22116 rhc bug fix and enhancement update |v4.14,v4.15,CB7.0.2
322242 bugfix 2RO|;—|431?A\3_104 Idns bug fix and enhancement update \v4.14,v4.15,CB7.0.2
0 bt SR, N 00 14141505702
322242 bugfix %36 git bug fix and enhancement update v4.14,v4.15,CB7.0.2
co bugix SRS 3';3;'? bug fix and enhancement 4 144 15,B7.0.2
522242 bugfix %28 gng:tr;a bug fix and enhancement 1, 4 14 4 15,cB7.0.2
32_2242' bugfix %27 L"pe(j’:tg“g fix and enhancement v4.14,v4.15,CB7.0.2
52_2242' bugfix ;;423@616 chp dda‘i;"p bug fix and enhancement |\ 1114 15 CB7.0.2
0 g BEE WO s ceroa
co bugix SRS ngjrgtae” bug fix and enhancement ', 4 14 4 15,cB7.0.2
0 bt SEE (mmodmeman  iascers
3223'7 security %722 Important: glibc security update v4.14,v4.15,CB7.0.2
N ety SR o comanertoole 14001508702
o bugix SRS e bug fix and enhancement 4 144 15,cB7.0.2
322244 security %037 Important: tigervnc security update |v4.14,v4.15,CB7.0.2
322243 security %998 Moderate: libreswan security update |v4.14,v4.15,CB7.0.2
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security
security
security
security
security
security
bugfix
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHSA-
2024:1902

RHSA-
2024:1825

RHSA-
2024:1786

RHSA-
2024:1784

RHSA-
2024:1782

RHSA-
2024:1751

RHBA-
2024:1739

RHSA-
2024:1646

RHSA-
2024:1644

RHSA-
2024:1615

RHSA-
2024:1610

RHSA-
2024:1607

RHSA-
2024:1601

RHBA-
2024:1609

RHBA-
2024:1606

RHBA-
2024:1605

RHBA-
2024:1604

RHBA-
2024:1603

RHBA-
2024:1602

RHBA-
2024:1599

Important: shim security update

Moderate: java-17-openjdk security
update

Important: httpd:2.4/mod_http2
security update

Moderate: gnutls security update

Important: bind and dhcp security
update

Important: unbound security update

sos bugfix and enhancement update

Important: grafana security and bug
fix update

Important: grafana-pcp security and
bug fix update

Moderate: expat security update

Moderate: less security update

Important: kernel security, bug fix,
and enhancement update

Moderate: curl security and bug fix
update

python-pip bug fix update
util-linux bug fix update
perl-HTTP-Tiny bug fix update
NetworkManager bug fix update
iptables bug fix update

nftables bug fix update

container-tools:rhel8 bug fix update

v4.14,v4.15,CB7.0.2

v4.15,CB 7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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2024- RHBA- scap-security-guide bug fix and

02-26 bugfix 2024:0987  enhancement update v4.14,v4.15,CB7.0.2
322245 security ZR(;?A(\J%S Important: unbound security update |v4.14,v4.15,CB7.0.2
322240 security %897 Important: kernel security update v4.14,v4.15,CB7.0.2
52_2246 bugfix %oz 823;2“9 fix and enhancement v4.14,v4.15,CB7.0.2
o bugix SRR Ei‘)r:j‘:tae bug fix and enhancement ', 4 14 \4.15,CB7.0.2
322240 bugfix 2Ro|;—|?1:f)\z_399 sssd bug fix update v4.14,v4.15,CB7.0.2
322240 bugfix 5()23%898 python-cryptography bug fix update v4.14,v4.15,CB7.0.2
322149 security %ﬁﬁ\)—gﬂ Moderate: sudo security update v4.14,v4.15,CB7.0.2
U sty SR ot S opnd Sy g 58702

522149 bugfix 5(;—3%_721 sos bugfix and enhancement update v4.14,v4.15,CB7.0.2
52_2149' bugfix %76 Lzstj‘;?ebw fix and enhancement /144 15 cB7.0.2
522142 security 5(?23'6(\)786 Moderate: nss security update v4.14,v4.15,CB7.0.2
522141 security %2:%769 Moderate: tcpdump security update |v4.14,v4.15,CB7.0.2
322141 security ;;—%768 m‘;‘fgme; libmaxminddb security |, 4 14 4 15 cB7.0.2
ég_zgé security 502—2:'6(3—752 lgl%?{:;njbgg{‘;ai”er'too'szrhe'g v4.14,v4.15,CB7.0.2
32_25; bugfix %62 L?;;feb“g fix and enhancement ) 14 \4 15.CB7.0.2
ng(?l security 5&3%6 47 Moderate: rpm security update v4.14,v4.15,CB7.0.2
382;'1 security 502—3:'&(;628 Moderate: libssh security update v4.14,v4.15,CB7.0.2
382;1 security 50273:'6(\)-627 Moderate: gnutls security update v4.14,v4.15,CB7.0.2
322:?0 security %607 Important: tigervnc security update  |\v4.14,v4.15,CB7.0.2
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Moderate: openssh security update
Moderate: python3 security update
Moderate: sqlite security update

Moderate: gnutls security update

Moderate: virt:rhel and virt-
devel:rhel security update

Moderate: pixman security update
Important: tigervnc security update

Moderate: libxml2 security update

Moderate: python-urllib3 security
update

Moderate: python3 security update
Important: kernel security update
Moderate: nss security update
xfsdump bug fix update

libcap bug fix update

linux-firmware bug fix and
enhancement update

NetworkManager bug fix update
selinux-policy bug fix update
Important: tigervnc security update
Low: openssl security update

Moderate: avahi security update
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05 security DDA ]'clr?(plfpréaart‘é kernel security and bug 4 14 v4.15,cB7.0.2
522232 security 2R(|);2A%467 Moderate: samba security update v4.14,v4.15,CB7.0.2
i(l)2136 bugfix 5(;—29'297 3322&2 bug fix and enhancement |, 1 1/ 4 15 CB7.0.2
025 security DDA Lrgg;’trga”t: open-vm-tools security 4 14 v4.15,cB7.0.2
ings enhancement 5(?2§A7250 giﬁ;ﬁig(rfgr?tﬂugzgtgx and v4.14,v4.15,CB7.0.2
ing’s bugfix ZROZ—E’?A{MG container-tools:rhel8 bug fix update v4.14,v4.15,CB7.0.2
i22134 security ;;2’6%207 Moderate: c-ares security update v4.14,v4.15,CB7.0.2
iﬁl security %190 Moderate: avahi security update v4.14,v4.15,CB7.0.2
522134 security %189 Moderate: fwupd security update v4.14,v4.15,CB7.0.2
ingﬂr security %187 Low: procps-ng security update v4.14,v4.15,CB7.0.2
58254 security %ﬂ? Moderate: bind security update v4.14,v4.15,CB7.0.2
2025 security DA l'}’r')%iferate: python-pip security v4.14,v4.15,CB7.0.2
20%5 security S l'j’r')%iféate: perl-HTTP-Tiny security 4 14.v4.15,cB7.0.2
N sy GEA LwEmEEAiIgisceros
522134 security ;;—2:'6;'165 m%‘;fgate: cups security and bug fix .y 14 v4.15,cB7.0.2
i$2134 security %151 Moderate: python3 security update  |v4.14,v4.15,CB7.0.2
00 ety G Mot mba sty 0 g 1414508702
582134 security 5(;—2:'6%'116 Moderate: c-ares security update v4.14,v4.15,CB7.0.2
2005 security DDA hi"l‘jbzgfgow'“t”s security and bug |4 14 v4.15,cB7.0.2
0 seariy DA ot i iare e g 1441508702
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ﬂzfﬂr security ?(;2'6%083 Moderate: emacs security update v4.14,v4.15,CB7.0.2
O ety SR IMporAT ke e 0 41400158702
i22134 security %058 mﬂgﬁifﬁeﬁcuﬁ;ﬂw bug fix, and . 4 14 v4.15.cB7.0.2
ing‘l security ;;_'22'6%052 Moderate: libreswan security update |v4.14,v4.15,CB7.0.2
i22134 security %029 Moderate: libX11 security update v4.14,v4.15,CB7.0.2
i22134 security ;;2’6%016 Low: libpq security update v4.14,v4.15,CB7.0.2
igz& security %2%‘980 E%CVEE?Z 5%%&%23% \;ii:(t,-and v4.14,v4.15,CB7.0.2
58254 security %976 Moderate: libfastjson security update v4.14,v4.15,CB7.0.2
L iy SR Medo qane oy g 144508702
ing‘l security %9 44 Moderate: protobuf-c security update \v4.14,v4.15,CB7.0.2
O ety S Mot ot 0TSy 1eva 158702
i22134 enhancement ;;Eé_gg ‘Jggg’t‘;hat bug fix and enhancement /14 4 15 CB7.0.2
i$2134 enhancement ;%422'?117 Q]iﬁ;ﬁgg(rfgr::tﬂuglégtgx and v4.14,v4.15,CB7.0.2
i$2134 enhancement 5&5@102 fuse bug fix and enhancement update v4.14,v4.15,CB7.0.2
522134 enhancement 502%?099 gcc bug fix and enhancement update v4.14,v4.15,CB7.0.2
2025 enhancement D00 L?(j‘;?f”g fixand enhancement 4 14 v4.15,CB7.0.2
ﬁzfﬂr bugfix %2:?_211 krb5 bug fix update v4.14,v4.15,CB7.0.2
522134 bugfix %2?’210 sssd bug fix update v4.14,v4.15,CB7.0.2
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2023- RHBA- numactl bug fix and enhancement

11-14 bugfix 2023:7192  |update v4.14,v4.15,CB7.0.2
522134 bugfix 50@2?191 L‘gg:tg’ug fix and enhancement v4.14,v4.15,CBT7.0.2
52254 bugfix ZROI;_E:%SS Sgndigte;code bug fix and enhancement V4.14.v4.15,CB7.0.2
i22134 bugfix %86 ﬂg('j;;gux bug fix and enhancement 14 4 15 cB7.0.2
igz& bugfix o o nggt'gs bug fix and enhancement |, 4 14 4 15.cB7.0.2
ﬁzﬂ bugfix ;;—2:@'18 . Lp;ggtlgs bug fix and enhancement /14 4 15 cB7.0.2
i(1)2134 bugfix ;;2?183 i%té);tles bug fix and enhancement 1 144 15 cB7.0.2
igzli bugfix %2@"182 L”pr:jeaot'eb“g fixand enhancement ) 14 4 15.cB7.0.2
igz& bugfix o Lpp”(;;'tz bug fix and enhancement 1 144 15, cB7.0.2
igZ& bugfix 5(;—2?&\7_179 Ligéj;tgls bug fix and enhancement V4.14.v4.15,CB7.0.2
522134 bugfix ;;—2:@'178 Eg‘é;st‘zs bug fix and enhancement . 4 14 14 15, cB7.0.2
i(izi?‘l bugfix 2ROHZ§A7\1 e ?Stdh;tzlect bug fix and enhancement V4.14.v4.15,CB7.0.2
ﬁzﬂ bugfix e Eﬁﬁi?emp bug fix and enhancement |, ; 14 4 15 cB7.0.2
T g TR proliebe o sceres
522134 bugfix 5(;—2?0\7-169 Lrggstlsnce bug fix and enhancement v4.14.v4.15.CB7.0.2
T g DR pOHeMEMOB e scors
ﬁz& bugfix e 'Ljsggfeb“g fix and enhancement |, 4 14 4 15.CB7.0.2
582134 bugfix ;202—2:;61 E%thseet”p bug fix and enhancement |\ 1,4 15 cB7.0.2
522& bugfix 50272?0\7-158 curl bug fix and enhancement update v4.14,v4.15,CB7.0.2
522134 bugfix %2?’157 3‘;‘3;2“9 fix and enhancement v4.14,v4.15,CBT7.0.2
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memstrack bug fix and enhancement

update

libstoragemgmt bug fix and
enhancement update

libnftnl bug fix and enhancement
update

rdma-core bug fix and enhancement

update

gnutls bug fix and enhancement
update

kbd bug fix and enhancement update

mcelog bug fix and enhancement
update

grub2 bug fix and enhancement
update

hwdata bug fix and enhancement
update

xfsdump bug fix and enhancement
update

grubby bug fix and enhancement
update

libtevent bug fix and enhancement
update

libtalloc bug fix and enhancement
update

libtdb bug fix and enhancement
update

libldb bug fix and enhancement
update

smartmontools bug fix and
enhancement update

dbus bug fix and enhancement
update

mdadm bug fix and enhancement
update

sssd bug fix and enhancement update

libdnf bug fix and enhancement
update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHBA-2023:7156
https://access.redhat.com/errata/RHBA-2023:7156
https://access.redhat.com/errata/RHBA-2023:7155
https://access.redhat.com/errata/RHBA-2023:7155
https://access.redhat.com/errata/RHBA-2023:7154
https://access.redhat.com/errata/RHBA-2023:7154
https://access.redhat.com/errata/RHBA-2023:7153
https://access.redhat.com/errata/RHBA-2023:7153
https://access.redhat.com/errata/RHBA-2023:7152
https://access.redhat.com/errata/RHBA-2023:7152
https://access.redhat.com/errata/RHBA-2023:7148
https://access.redhat.com/errata/RHBA-2023:7148
https://access.redhat.com/errata/RHBA-2023:7147
https://access.redhat.com/errata/RHBA-2023:7147
https://access.redhat.com/errata/RHBA-2023:7146
https://access.redhat.com/errata/RHBA-2023:7146
https://access.redhat.com/errata/RHBA-2023:7145
https://access.redhat.com/errata/RHBA-2023:7145
https://access.redhat.com/errata/RHBA-2023:7144
https://access.redhat.com/errata/RHBA-2023:7144
https://access.redhat.com/errata/RHBA-2023:7141
https://access.redhat.com/errata/RHBA-2023:7141
https://access.redhat.com/errata/RHBA-2023:7138
https://access.redhat.com/errata/RHBA-2023:7138
https://access.redhat.com/errata/RHBA-2023:7137
https://access.redhat.com/errata/RHBA-2023:7137
https://access.redhat.com/errata/RHBA-2023:7136
https://access.redhat.com/errata/RHBA-2023:7136
https://access.redhat.com/errata/RHBA-2023:7135
https://access.redhat.com/errata/RHBA-2023:7135
https://access.redhat.com/errata/RHBA-2023:7134
https://access.redhat.com/errata/RHBA-2023:7134
https://access.redhat.com/errata/RHBA-2023:7129
https://access.redhat.com/errata/RHBA-2023:7129
https://access.redhat.com/errata/RHBA-2023:7128
https://access.redhat.com/errata/RHBA-2023:7128
https://access.redhat.com/errata/RHBA-2023:7127
https://access.redhat.com/errata/RHBA-2023:7127
https://access.redhat.com/errata/RHBA-2023:7126
https://access.redhat.com/errata/RHBA-2023:7126

2023- RHBA- dnf-plugins-core bug fix and

11-14 bugfix 2023:7125  |enhancement update v4.14,v4.15CB7.0.2
522134 bugfix Egg% s Le; dmatoe” bug fix and enhancement . 4 14 4 15 cB7.0.2
?1)2134 bugfix 5(;—29'123 Egzt;t';‘ bug fix and enhancement 1 144 15, cB7.0.2
522134 bugfix %22 dnf bug fix and enhancement update v4.14,v4.15,CB7.0.2
igz& bugfix S ﬁg‘;‘;‘;’:ﬁg bug fix and enhancement |, ; 14 4 15 cB7.0.2
ﬁzﬂ bugfix 502—2:?120 L'g;‘;:‘e’ bug fix and enhancement |, 4 14 4 15 cB7.0.2
i(1)2134 bugfix ;;2?_119 :jgz‘;t‘ep bug fix and enhancement 4 14 4 15 CB7.0.2
T g EEE MMM 6055 cono:
522134 bugfix %2?6‘7'115 zlib bug fix and enhancement update v4.14,v4.15,CB7.0.2
AL —
ﬁzﬂ bugfix e ’J{f hrogs bug fix and enhancement ., 14 4 15 cB7.0.2
ingﬂr bugfix 5(;—2?&‘7_111 pam bug fix and enhancement update v4.14,v4.15,CB7.0.2
T g DR lmmomon scores
igzﬂ bugfix %07 823;2“9 fix and enhancement v4.14,v4.15,CB7.0.2
i$2134 bugfix ;;2'?104 file bug fix and enhancement update v4.14,v4.15,CB7.0.2
ﬁz& bugfix ;;—2?103 :Jpgg;tt: bug fix and enhancement 1 144 15, cB7.0.2
522134 bugfix %97 %ﬁ;{gd bug fix and enhancement ) 14 4 15, cB7.0.2
i22134 bugfix %95 ng;(zg-cfﬁ bug fix and enhancement V4.14.v4.15,CB7.0.2
522134 bugfix %9 . H;g;‘tsug fix and enhancement v4.14.v4.15,CB7.0.2
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2023:7093

RHBA-
2023:7092

RHBA-
2023:7091

RHBA-
2023:7089

RHBA-
2023:7087

RHBA-
2023:7082

RHBA-
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RHBA-
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2023:7076

RHBA-
2023:7075

RHBA-
2023:7074

RHBA-
2023:7073

RHBA-
2023:7064

RHBA-
2023:7056

RHBA-
2023:7049

RHBA-
2023:7039

RHBA-
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RHBA-
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RHBA-
2023:7018

RHBA-
2023:7006

binutils bug fix and enhancement
update

subscription-manager bug fix and
enhancement update
selinux-policy bug fix and
enhancement update

elfutils bug fix and enhancement
update

dracut bug fix and enhancement
update

which bug fix and enhancement
update

kexec-tools bug fix and enhancement

update

vdo and kmod-kvdo bug fix and
enhancement update

device-mapper-multipath bug fix and

enhancement update
sos bug fix and enhancement update

rng-tools bug fix and enhancement
update

redhat-release bug fix and
enhancement update

ipmitool bug fix and enhancement
update

scap-security-guide bug fix update
volume_key bug fix and

enhancement update

openscap bug fix and enhancement
update

insights-client bug fix and
enhancement update

apr-util bug fix and enhancement
update

httpd:2.4 bug fix and enhancement
update

udisks2 bug fix and enhancement
update
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bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
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bugfix
security
bugfix
security
security
security

security

RHBA-
2023:6987

RHBA-
2023:6973

RHBA-
2023:6964

RHBA-
2023:6963

RHBA-
2023:6955

RHBA-
2023:6952

RHBA-
2023:6945

RHBA-
2023:6930

RHBA-
2023:6922

RHBA-
2023:6920

RHBA-
2023:6913

RHBA-
2023:6912

RHBA-
2023:6797

RHBA-
2023:6792

RHSA-
2023:6283

RHBA-
2023:6293

RHSA-
2023:6236

RHSA-
2023:5997

RHSA-
2023:5863

RHSA-
2023:5837

rsyslog bug fix and enhancement
update

grafana-pcp bug fix and
enhancement update

libdrm bug fix and enhancement
update

mesa bug fix and enhancement
update

alsa-lib bug fix and enhancement
update

systemtap bug fix and enhancement
update

open-vm-tools bug fix and
enhancement update

man-pages-overrides bug fix and
enhancement update

vsftpd bug fix and enhancement
update

libblockdev bug fix and
enhancement update

nmap bug fix and enhancement
update

tigervnc bug fix and enhancement
update

xfsdump bug fix and enhancement
update

net-snmp bug fix update

Important: insights-client security
update

sos bugfix update

Moderate: binutils security update
Important: python3 security update
Moderate: grafana security update

Important: nghttp2 security update
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security
security
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security
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security
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security
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security
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Moderate: java-17-openjdk security
and bug fix update

Important: bind security update

Important: glibc security update

container-tools:rhel8 bug fix and
enhancement update

Moderate: libtiff security update

sos bug fix and enhancement update

Important: open-vm-tools security
update

Important: virt:rhel and virt-
devel:rhel security and bug fix
update

Moderate: dmidecode security
update

Moderate: ncurses security update

Moderate: linux-firmware security
update

Important: kernel security, bug fix,
and enhancement update

scap-security-guide bug fix update

container-tools:rhel8 bug fix and
enhancement update

open-vm-tools bug fix update

openscap bug fix and enhancement
update

nss and nspr bug fix and
enhancement update

cups bug fix update

selinux-policy bug fix update
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bugfix
bugfix
bugfix
bugfix
bugfix
security
enhancement
bugfix
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix

security

RHBA-
2023:5251

RHBA-
2023:5250

RHBA-
2023:5248

RHBA-
2023:5247

RHBA-
2023:5242

RHSA-
2023:5050

RHEA-
2023:4995

RHBA-
2023:4880

RHSA-
2023:4864

RHSA-
2023:4706

RHSA-
2023:4529

RHSA-
2023:4524

RHSA-
2023:4523

RHSA-
2023:4520

RHSA-
2023:4517

RHBA-
2023:4526

RHBA-
2023:4525

RHBA-
2023:4522

RHBA-
2023:4521

RHSA-
2023:4498

iptables bug fix advisory

findutils bug fix update

ca-certificates bug fix and
enhancement update

systemd bug fix and enhancement
update

firewalld bug fix update

Moderate: httpd:2.4 security update

microcode_ctl bug fix and
enhancement update

sos bug fix and enhancement update

Important: cups security update

Important: subscription-manager
security update

Moderate: libxml2 security update
Moderate: libcap security update

Moderate: curl security update

Moderate: python-requests security
update

Important: kernel security and bug
fix update

systemd bug fix update

sssd bug fix update

grub2 bug fix update
NetworkManager bug fix update

Moderate: dbus security update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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security
security
bugfix

security
security
security
security
security
security
security

security

security

enhancement

enhancement

enhancement

bugfix
bugfix
bugfix

bugfix

RHSA-
2023:4419

RHSA-
2023:4328

RHBA-
2023:4279

RHSA-
2023:4159

RHSA-
2023:4102

RHSA-
2023:3949

RHSA-
2023:3847

RHSA-
2023:3840

RHSA-
2023:3839

RHSA-
2023:3837

RHSA-
2023:3827

RHSA-
2023:3822

RHEA-
2023:3850

RHEA-
2023:3849

RHEA-
2023:3843

RHBA-
2023:3846

RHBA-
2023:3845

RHBA-
2023:3844

RHBA-
2023:3841

Important: openssh security update

Moderate: samba security and bug
fix update

sos bug fix and enhancement update

Moderate: java-17-openjdk security
and bug fix update

Important: bind security update

Low: open-vm-tools security update

Moderate: kernel security, bug fix,
and enhancement update

Moderate: sqlite security update

Moderate: libssh security update

Moderate: systemd security and bug
fix update

Moderate: libtiff security update

Moderate: virt:rhel and virt-
devel:rhel security and bug fix
update

krb5 bug fix update

iproute bug fix update

microcode_ctl bug fix and
enhancement update

selinux-policy bug fix update
NetworkManager bug fix update
xfsprogs bug fix update

kexec-tools bug fix update

v4.14,v4.15,CB7.0.2
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2023- RHBA- container-tools:rhel8 bug fix and

06-27 bugfix 2023:3830  enhancement update v4.14,v4.15,CB7.0.2
322236 bugfix ?(222801 sos bug fix and enhancement update v4.14,v4.15,CB7.0.2
322134 security %591 Important: python3 security update |v4.14,v4.15,CB7.0.2
822134 security %\2%—58 4 Important: c-ares security update v4.14,v4.15,CB7.0.2
3223?1 bugfix ;;_'22'2‘414 sos bug fix and enhancement update v4.14,v4.15,CB7.0.2
S security  STDLS ::g‘(plf;éaart‘; kernel security and bug 4 14 v4.15,cB7.0.2
322232 security 2R()|;2A§246 Important: git security update v4.14,v4.15,CB7.0.2
522137 bugfix aoaias  httpd:2.4 bug fix update v4.14,v4.15,CB7.0.2
522136 security %2@109 Important: apr-util security update  \v4.14,v4.15,CB7.0.2
éng6 security %107 Important: libreswan security update v4.14,v4.15,CB7.0.2
ST security DL m%‘;féate: curl security and bug fix '\ 1 14 \4.15,cB7.0.2
32256 security ;;2’210 4, Important: emacs security update  v4.14,v4.15,CB7.0.2
522136 security %2%‘095 m‘;dg;ater;(j;tt’ges""a” security and 1.4 14 v4.15,CB7.0.2
322136 security ;;—2%'0 4o ?fxoﬂgga;tee emacs security and bug 4 144 15,cB7.0.2
322136 security 502—2%—018 Low: libarchive security update v4.14,v4.15,CB7.0.2
Sg_zf’é security %002 m%‘;ferate: bind security and bug fix ) 14 4 15 cB7.0.2
322136 security ;&3@000 mgiféate: dhep security and bug fix 4 144 15,cB7.0.2
N ey S oSy b0 s conon
§g2f6 security ?gg—gg‘%g :}I"Xoﬂgga;tee net-snmp security and bug 4 14 4 15, cB7.0.2
Sg2136 security %963 bg(‘;‘gtg“” security and bug fix v4.14,v4.15,CBT7.0.2
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0516 P 30535051 andenhancement pcte, | V14v415CB702
0516 U 3535018 securityandoug ix pnte - V14¥415.CB702
322136 security %883 Moderate: libtiff security update v4.14,v4.15,CB7.0.2
ég_zf’é security %859 m%‘;féate: git security and bug fix 4 14 \4 15 cB7.0.2
522136 security 55'22%30 'f\l"xoﬂgga;tee tigervnc security and bug 4 14 1,4 15 cB7.0.2
0516 FU  50257e5  andenmancementupdate - V414415,CB7.02
ST security  SUDL m‘;feratﬁ grafana-pep security 4 14 v4.15,CB7.0.2
322136 security %78 4 Moderate: grafana security update  |v4.14,v4.15,CB7.0.2
522136 security %771 ?I"Xoggga;tee unbound security and bug 4 14 4 15, cB7.0.2
202y RESA %%%j?fegf;?}ifr;ira“;ﬁ'hiahci'riem V4 14415,CB7.02
322136 security 55362'757 g%%gig% 55}%&%251% \;ii:(t,-and v4.14,v4.15,CB7.0.2
52_213(; enhancement %92 LZS(?;?ebUQ fix and enhancement ) 14 \4 15.CB7.0.2
ngf6 enhancement ZR(;§A2945 sos bug fix and enhancement update v4.14,v4.15,CB7.0.2
322136 bugfix ;;—2@'103 L?;;ff”g fix and enhancement /14 4 15, cB7.0.2
gg_zfé bugfix ;;—2:’;02 ﬂgéggux bug fix and enhancement |, 14 4 15 cB7.0.2
322136 bugfix %99 java-17-openjdk bug fix update v4.15,CB 7.0.2

322136 bugfix %89 container-tools:rhel8 bug fix update v4.14,v4.15,CB7.0.2
ég_zfé bugfix 5&2@666 umpcga'l?eg bug fix and enhancement ) 14415, B7.0.2
T g S prinene0 141500702
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bugfix
bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2023:3063

RHBA-
2023:3062

RHBA-
2023:3061

RHBA-
2023:3055

RHBA-
2023:3054

RHBA-
2023:3052

RHBA-
2023:3051

RHBA-
2023:3048

RHBA-
2023:3047

RHBA-
2023:3046

RHBA-
2023:3044

RHBA-
2023:3043

RHBA-
2023:3040

RHBA-
2023:3038

RHBA-
2023:3037

RHBA-
2023:3036

RHBA-
2023:3035

RHBA-
2023:3034

RHBA-
2023:3033

RHBA-
2023:3032

file bug fix and enhancement update

tuned bug fix and enhancement

update

libpwquality bug fix and

enhancement update

rdma-core bug fix and enhancement

update

util-linux bug fix and enhancement

update

cifs-utils bug fix and enhancement

update

polkit bug fix and enhancement

update

Ivm2 bug fix and enhancement

update

python-setuptools bug fix and

enhancement update

microcode_ctl bug fix and

enhancement update

grub2 bug fix and enhancement

update

perl bug fix and enhancement update

sudo bug fix and enhancement

update

openssl-pkes1l bug fix and

enhancement update

cups bug fix and enhancement

update

librhsm bug fix and enhancement

update

irgbalance bug fix and enhancement

update

policycoreutils bug fix and

enhancement update

virt-what bug fix and enhancement

update

openssh bug fix and enhancement

update
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expat bug fix and enhancement
update

libxml2 bug fix and enhancement
update

hwdata bug fix and enhancement
update

ModemManager bug fix and
enhancement update
crypto-policies bug fix and
enhancement update

libsolv bug fix and enhancement
update

libselinux bug fix and enhancement
update

authselect bug fix and enhancement
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rpm bug fix and enhancement update
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2023- RHBA- python-linux-procfs bug fix and

05-16 bugfix 2023:3001  |enhancement update v4.14,v4.15CB7.0.2
32256 bugfix 5(;23999 Lopgdr;)tt:te bug fix and enhancement V4.14.v4.15,CB7.0.2
Sg_zf’é bugfix 5(;—2%98 Tpddzot'g‘ bug fix and enhancement . 4 14 4 15 cB7.0.2
ég_zf’é bugfix %97 3‘;ggt2“9 fix and enhancement v4.14,v4.15,CB7.0.2
522136 bugfix ?(?22'62\996 Eggzttseetup bug fix and enhancement V4.14.v4.15.CB7.0.2
32213’6 bugfix %% L%aJQS bug fix and enhancement 1 1 14 15 cB7.0.2
Sg_zf’é bugfix ;{ggé‘ég . SL%Ca‘fe bug fix and enhancement 1 1414 15, cB7.0.2
52_213(; bugfix %93 ﬁgg;'t': bug fix and enhancement 1 44 4 15 cB7.0.2
522136 bugfix a0t Eggﬂ:c bug fix and enhancement . 4 14 4 15.cB7.0.2
322136 bugfix ;;—2:%90 Hgg‘i?eb“g fix and enhancement 1 144 15,cB7.0.2
Sg_zl?’é bugfix ;;—2:%89 L'géz‘t’gm bug fix and enhancement 1 44 15 cB7.0.2
52_213(; bugfix ;;4222588 :jgg;?eb“g fix and enhancement v4.14,v4.15,CB7.0.2
éng6 bugfix %86 sssd bug fix and enhancement update v4.14,v4.15,CB7.0.2
322136 bugfix ;;—2%85 %ﬁ;{:d bug fix and enhancement /14 4 15,cB7.0.2
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Sg_zf’é bugfix %81 ES&ZE’;’ bug fix and enhancement ) 14 4 15 cB7.0.2
322136 bugfix ;&22980 dnf bug fix and enhancement update v4.14,v4.15,CB7.0.2
322136 bugfix ;g—géé?g :j:)’g;tfebug fix and enhancement /144 15, cB7.0.2
T g SHEAIimenho il suiscoros
Sg2136 bugfix %76 Iurgggtgug fix and enhancement v4.14,v4.15,CBT7.0.2
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dnf-plugins-core bug fix and
enhancement update

dbus bug fix and enhancement
update

python3 bug fix and enhancement
update

NetworkManager bug fix and
enhancement update
selinux-policy bug fix and
enhancement update

coreutils bug fix and enhancement
update

rng-tools bug fix and enhancement
update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

gcc bug fix and enhancement update v4.14,v4.15,CB7.0.2
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libteam bug fix and enhancement
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glibc bug fix and enhancement
update
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pam bug fix and enhancement update v4.14,v4.15,CB7.0.2

kexec-tools bug fix and enhancement

update

libsoup bug fix and enhancement
update

binutils bug fix and enhancement
update

pciutils bug fix and enhancement
update

redhat-release bug fix and
enhancement update

redhat-rpm-config bug fix and
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openscap bug fix and enhancement
update

scap-security-guide bug fix and
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2023- RHBA- libreswan bug fix and enhancement

05-16 bugfix 2023:2865  |update v4.14,v4.15,CB7.0.2
322136 bugfix 5(;2%53 Sggﬁg bug fix and enhancement 1 14 14 15 cB7.0.2
Sg_zf’é bugfix 5{5—2@5 4 ‘S’F?;;tgug fix and enhancement v4.14.v4.15,CB7.0.2
ég_zf’é bugfix %38 3E’Sa't'eb bug fix and enhancement ) 14 4 15.cB7.0.2
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32213’6 bugfix ;;—2%31 L?’;;‘t)f bug fix and enhancement 1 1114 15, cB7.0.2
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52_213(; bugfix %2 A umpe(j:t:’“g fix and enhancement v4.14,v4.15,CB7.0.2
522136 bugfix TN L'gg;‘; bug fix and enhancement ) 14 \4 15 cB7.0.2
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éng6 bugfix 5(;—2:'&2‘;319 rhc bug fix and enhancement update v4.14,v4.15,CB7.0.2
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522136 bugfix %99 Zﬁg{:tap bug fix and enhancement |, , 1, 4 15 cB7.0.2
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gg_zfé bugfix ;;—2:’2'789 nggt? bug fix and enhancement |, 4 14 4 15 cB7.0.2
0 g S Wb scero:
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322233 security %930 Important: emacs security update v4.14,v4.15,CB7.0.2
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322(?6 security 2R(|);2Ai673 Important: httpd:2.4 security update |v4.14,v4.15,CB7.0.2
O security DL f“./'xoﬂgfﬂfe gnutls security and bug '\ 14 \4.15,cB7.0.2
B seariy SR oot lemel e B 1441508702
52234 security ;;_'22'?551 Important: tigervnc security update v4.14,v4.15,CB7.0.2
32_2& bugfix %75 ﬂgg;‘t’gc bug fix and enhancement . 4 1,4 4 15 cB7.0.2
32234 bugfix 2R()|;§Al\573 \ljgé:;tr;el and virt-devel:rhel bug fix V4.14.v4.15,CB7.0.2
32234 bugfix %71 sos bug fix and enhancement update v4.14,v4.15,CB7.0.2
N b SRR Newmme B sscenos
N bt SRR Snclobeied iscers
52_252 bugfix %67 Z%r;‘:tz bug fix and enhancement 4 14 14 15 CB7.0.2
52_2(:; bugfix ;;422@;365 Sg‘é;i'mapper'm”'“path bug fix 1.4 14.v4.15,cB7.0.2
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ngg,o bugfix ;;—2%3 , L?;;ff”g fix and enhancement 1 14 4 15, cB7.0.2
32_2235; bugfix %gl L?(j‘;?f”g fix and enhancement ) 14 4 15, cB7.0.2
322232 security %405 Important: openssl security update  \v4.14,v4.15,CB7.0.2
322136 bugfix ;;2?300 sos bug fix and enhancement update v4.14,v4.15,CB7.0.2
égzlc%S security 5(;—2:'6{252 Important: nss security update v4.14,v4.15,CB7.0.2
égzos7 security %1 40 Moderate: curl security update v4.14,v4.15,CB7.0.2
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security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security

security

RHSA-
2023:0842

RHSA-
2023:0838

RHSA-
2023:0837

RHSA-
2023:0835

RHSA-
2023:0833

RHSA-
2023:0832

RHBA-
2023:0850

RHBA-
2023:0849

RHBA-
2023:0845

RHBA-
2023:0841

RHBA-
2023:0840

RHBA-
2023:0836

RHBA-
2023:0834

RHBA-
2023:0831

RHBA-
2023:0830

RHBA-
2023:0829

RHBA-
2023:0719

RHSA-
2023:0662

RHSA-
2023:0625

RHSA-
2023:0610

Moderate: tar security update

Important: samba security update

Moderate: systemd security and bug
fix update

Moderate: python-setuptools security

update
Moderate: python3 security update

Important: kernel security and bug
fix update

openscap bug fix and enhancement
update

container-tools:rhel8 bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix
and enhancement update

grub2 bug fix and enhancement
update

curl bug fix and enhancement update

OpenSSH bug fix and enhancement
update

kmod-kvdo bug fix and enhancement

update

nfs-utils bug fix and enhancement
update

iptables bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

rhc bug fix and enhancement update
Important: tigervnc security update
Important: libksba security update

Important: git security update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHSA-2023:0842
https://access.redhat.com/errata/RHSA-2023:0842
https://access.redhat.com/errata/RHSA-2023:0838
https://access.redhat.com/errata/RHSA-2023:0838
https://access.redhat.com/errata/RHSA-2023:0837
https://access.redhat.com/errata/RHSA-2023:0837
https://access.redhat.com/errata/RHSA-2023:0835
https://access.redhat.com/errata/RHSA-2023:0835
https://access.redhat.com/errata/RHSA-2023:0833
https://access.redhat.com/errata/RHSA-2023:0833
https://access.redhat.com/errata/RHSA-2023:0832
https://access.redhat.com/errata/RHSA-2023:0832
https://access.redhat.com/errata/RHBA-2023:0850
https://access.redhat.com/errata/RHBA-2023:0850
https://access.redhat.com/errata/RHBA-2023:0849
https://access.redhat.com/errata/RHBA-2023:0849
https://access.redhat.com/errata/RHBA-2023:0845
https://access.redhat.com/errata/RHBA-2023:0845
https://access.redhat.com/errata/RHBA-2023:0841
https://access.redhat.com/errata/RHBA-2023:0841
https://access.redhat.com/errata/RHBA-2023:0840
https://access.redhat.com/errata/RHBA-2023:0840
https://access.redhat.com/errata/RHBA-2023:0836
https://access.redhat.com/errata/RHBA-2023:0836
https://access.redhat.com/errata/RHBA-2023:0834
https://access.redhat.com/errata/RHBA-2023:0834
https://access.redhat.com/errata/RHBA-2023:0831
https://access.redhat.com/errata/RHBA-2023:0831
https://access.redhat.com/errata/RHBA-2023:0830
https://access.redhat.com/errata/RHBA-2023:0830
https://access.redhat.com/errata/RHBA-2023:0829
https://access.redhat.com/errata/RHBA-2023:0829
https://access.redhat.com/errata/RHBA-2023:0719
https://access.redhat.com/errata/RHBA-2023:0719
https://access.redhat.com/errata/RHSA-2023:0662
https://access.redhat.com/errata/RHSA-2023:0662
https://access.redhat.com/errata/RHSA-2023:0625
https://access.redhat.com/errata/RHSA-2023:0625
https://access.redhat.com/errata/RHSA-2023:0610
https://access.redhat.com/errata/RHSA-2023:0610

2023-
01-23

2023-
01-18
2023-
01-16
2023-
01-12
2023-
01-12
2023-
01-12
2023-
01-12

2023-
01-12

2023-
01-12

2023-
01-12

2023-
01-12
2023-
01-12
2023-
01-12
2023-
01-12
2023-
01-12
2023-
01-12
2023-
01-12
2023-
01-12

2023-
01-12

security
security
security
security
security
security
security

security

security

security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHSA-
2023:0284

RHSA-
2023:0192

RHSA-
2023:0173

RHSA-
2023:0116

RHSA-
2023:0110

RHSA-
2023:0103

RHSA-
2023:0101

RHSA-
2023:0100

RHSA-
2023:0099

RHSA-
2023:0096

RHSA-
2023:0095

RHBA-
2023:0126

RHBA-
2023:0124

RHBA-

2023:0120

RHBA-

2023:0119

RHBA-

2023:0115

RHBA-

2023:0112

RHBA-

2023:0111

RHBA-

2023:0109

Important: sudo security update

Moderate: java-17-openjdk security

and bug fix update

Moderate: libxml2 security update
Moderate: libtasnl security update
Moderate: sqlite security update

Moderate: expat security update

Important: kernel security and bug

fix update

Moderate: systemd security and bug

fix update

Moderate: virt:rhel and virt-
devel:rhel security and bug fix

update

Moderate: dbus security update
Moderate: libtiff security update
hyperv-daemons bug fix update

sssd bug fix and enhancement update

authselect bug fix and enhancement

update

tigervnc bug fix and enhancement

update

container-tools:rhel8 bug fix and

enhancement update

insights-client bug fix and

enhancement update

curl bug fix and enhancement update

systemd bug fix and enhancement

update

v4.14,v4.15,CB7.0.2

v4.15,CB 7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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2023- RHBA- dhcp bug fix and enhancement

01-12 bugfix 2023:0107  |update v4.14,v4.15,CB7.0.2
32252 bugfix 2R(|);§%106 gcc bug fix and enhancement update 'v4.14,v4.15,CB7.0.2
322132 bugfix Eog—g:Ao-los ﬂg('j;;gux bug fix and enhancement |, 1, 4 15 cB7.0.2
522132 bugfix %0 . ngjca‘ig bug fix and enhancement | ) 1,4 15 CB7.0.2
NI bt SRR oG 05s08m02
NI bt SEAL UM scsnos
322132 bugfix ;;2369 . Lsg’d”aiebug fix and enhancement v4.14,v4.15,CB7.0.2
322132 bugfix %90 zlib bug fix and enhancement update v4.14,v4.15,CB7.0.2
05 bugfix DS Eﬁﬁi?emp bug fix and enhancement 4 14 v4.15,cB7.0.2
52239 security %0 49 Moderate: grub2 security update v4.14,v4.15,CB7.0.2
i22124 bugfix %28 EESZ{Z bug fix and enhancement |, 4 1 4 15 cB7.0.2
igzé bugfix ZROI_;EZS%\SSS rhc bug fix and enhancement update |v4.14,v4.15,CB7.0.2
0% bugix  SOec LZS(?;?EWQ fixand enhancement 4 144.15,CB7.0.2
522228 security ;;—3%638 Important: krb5 security update v4.14,v4.15,CB7.0.2
2022 bugfix s Eg&’;{é" bug fix and enhancement -, 4 14 v4.15,CB7.0.2
% security DA lgl%?g;”&;g;;’;Ce'mapper'm“'“path v4.14,v4.15,CB7.0.2
0% bugfix  SSAe Lzsggfeb“g fixand enhancement 4 14v4.15,CB7.0.2
I ety SHER ) howSoMAnG oSS, 414041505702
i22028 security %790 Moderate: bind security update v4.14,v4.15,CB7.0.2
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security
security
security
security
security
security
security
security
security
security
security
security
security

security

security

security

enhancement

enhancement

enhancement

RHSA-
2022:7745

RHSA-
2022:7730

RHSA-
2022:7720

RHSA-
2022:7715

RHSA-
2022:7704

RHSA-
2022:7700

RHSA-
2022:7683

RHSA-
2022:7648

RHSA-
2022:7647

RHSA-
2022:7622

RHSA-
2022:7585

RHSA-
2022:7519

RHSA-
2022:7514

RHSA-
2022:7482

RHSA-
2022:7472

RHSA-
2022:7457

RHEA-
2022:7797

RHEA-
2022:7782

RHEA-
2022:7719

Moderate: freetype security update

Moderate: libldb security, bug fix,
and enhancement update

Moderate: e2fsprogs security and
bug fix update

Moderate: libxml2 security update

Moderate: webkit2gtk3 security and
bug fix update

Moderate: gdisk security update

Moderate: kernel security, bug fix,
and enhancement update

Moderate: grafana-pcp security
update

Moderate: httpd:2.4 security update

Moderate: unbound security, bug fix,

and enhancement update
Moderate: libtiff security update

Moderate: grafana security, bug fix,
and enhancement update

Moderate: fribidi security update

Moderate: gt5 security, bug fix, and
enhancement update

Low: virt:rhel and virt-devel:rhel
security, bug fix, and enhancement
update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

RDMA stack bug fix and
enhancement update

strace bug fix and enhancement
update

subscription-manager bug fix and
enhancement update
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2022- RHEA- tzdata bug fix and enhancement

11-08 enhancement 2022:7690  update v4.14,v4.15,CB7.0.2
522028 enhancement ZR(;E'?MS 3';3;? bug fix and enhancement v4.14,v4.15,CB7.0.2
202 earcment SER WO, s, G BIGROEE y14115,C5702
ig_zozé enhancement 5(;';’?5 43 3‘:)%‘;??0” bug fix and enhancement |, 1 4 4 15 cB7.0.2
i22028 bugfix ;;_'22'67‘832 python3 bug fix update v4.14,v4.15,CB7.0.2
ﬂZgS bugfix %29 sssd bug fix and enhancement update v4.14,v4.15,CB7.0.2
N bt SRR Newsmme bt gscens
ig_zozé bugfix %25 Bg&i&“g fix and enhancement v4.14,v4.15,CB7.0.2
i22§8 bugfix s Lﬁj‘;ﬁf“g fix and enhancement '\ ) 14 \4 15 CB7.0.2
N g LB MO D0 T s 14155702
ﬁZgS bugfix %19 rpm bug fix and enhancement update v4.14,v4.15,CB7.0.2
2 g S oSS scero:
ﬁZgS bugfix %08 file bug fix and enhancement update v4.14,v4.15,CB7.0.2
N g SRR PDGMEMODN iscaros
ig_zozé bugfix %03 'U'S(tj‘;'t'é’c bug fix and enhancement . 4 1414 15, cB7.0.2
i(iZOZS bugfix 5(;422?801 umpedn;tsetrack bug fix and enhancement V4.14.v4.15.CB7.0.2
ﬁzoz8 bugfix ;g—'gﬁ'?gg 8;&2@’ bug fix and enhancement 1 144 15, cB7.0.2
522028 bugfix 50273'07\-798 ani(tjsa(igpts bug fix and enhancement v4.14.v4.15,CB7.0.2
522028 bugfix %% Lp;g:tlgs bug fix and enhancement /14 4 15 CB7.0.2


https://access.redhat.com/errata/RHEA-2022:7690
https://access.redhat.com/errata/RHEA-2022:7690
https://access.redhat.com/errata/RHEA-2022:7615
https://access.redhat.com/errata/RHEA-2022:7615
https://access.redhat.com/errata/RHEA-2022:7601
https://access.redhat.com/errata/RHEA-2022:7601
https://access.redhat.com/errata/RHEA-2022:7543
https://access.redhat.com/errata/RHEA-2022:7543
https://access.redhat.com/errata/RHBA-2022:7832
https://access.redhat.com/errata/RHBA-2022:7832
https://access.redhat.com/errata/RHBA-2022:7829
https://access.redhat.com/errata/RHBA-2022:7829
https://access.redhat.com/errata/RHBA-2022:7828
https://access.redhat.com/errata/RHBA-2022:7828
https://access.redhat.com/errata/RHBA-2022:7825
https://access.redhat.com/errata/RHBA-2022:7825
https://access.redhat.com/errata/RHBA-2022:7824
https://access.redhat.com/errata/RHBA-2022:7824
https://access.redhat.com/errata/RHBA-2022:7820
https://access.redhat.com/errata/RHBA-2022:7820
https://access.redhat.com/errata/RHBA-2022:7819
https://access.redhat.com/errata/RHBA-2022:7819
https://access.redhat.com/errata/RHBA-2022:7809
https://access.redhat.com/errata/RHBA-2022:7809
https://access.redhat.com/errata/RHBA-2022:7808
https://access.redhat.com/errata/RHBA-2022:7808
https://access.redhat.com/errata/RHBA-2022:7805
https://access.redhat.com/errata/RHBA-2022:7805
https://access.redhat.com/errata/RHBA-2022:7804
https://access.redhat.com/errata/RHBA-2022:7804
https://access.redhat.com/errata/RHBA-2022:7803
https://access.redhat.com/errata/RHBA-2022:7803
https://access.redhat.com/errata/RHBA-2022:7801
https://access.redhat.com/errata/RHBA-2022:7801
https://access.redhat.com/errata/RHBA-2022:7799
https://access.redhat.com/errata/RHBA-2022:7799
https://access.redhat.com/errata/RHBA-2022:7798
https://access.redhat.com/errata/RHBA-2022:7798
https://access.redhat.com/errata/RHBA-2022:7796
https://access.redhat.com/errata/RHBA-2022:7796

2022-
11-08

2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08

2022-
11-08

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2022:7795

RHBA-
2022:7794

RHBA-
2022:7792

RHBA-
2022:7789

RHBA-
2022:7788

RHBA-
20227787

RHBA-
2022:7786

RHBA-
2022:7784

RHBA-
2022:7783

RHBA-
2022:7781

RHBA-
2022:7780

RHBA-
20227779

RHBA-
20227778

RHBA-
2022:7775

RHBA-
2022:7773

RHBA-
2022:7771

RHBA-
20227770

RHBA-
2022:7769

RHBA-
2022:7768

RHBA-
20227767

gssproxy bug fix and enhancement
update

shadow-utils bug fix and
enhancement update

Ivm2 bug fix and enhancement
update

dhcp bug fix and enhancement
update

libarchive bug fix and enhancement
update

irgbalance bug fix and enhancement
update

libselinux bug fix and enhancement
update

chrony bug fix and enhancement
update

util-linux bug fix and enhancement
update

gdbm bug fix and enhancement
update

librepo bug fix and enhancement
update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

curl bug fix and enhancement update v4.14,v4.15,CB7.0.2

kmod-kvdo bug fix and enhancement

update

libnl3 bug fix and enhancement
update

setup bug fix and enhancement
update

device-mapper-persistent-data bug
fix and enhancement update

tar bug fix and enhancement update

dbus bug fix and enhancement
update

nfs-utils bug fix and enhancement
update

libbpf bug fix and enhancement
update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHBA-2022:7795
https://access.redhat.com/errata/RHBA-2022:7795
https://access.redhat.com/errata/RHBA-2022:7794
https://access.redhat.com/errata/RHBA-2022:7794
https://access.redhat.com/errata/RHBA-2022:7792
https://access.redhat.com/errata/RHBA-2022:7792
https://access.redhat.com/errata/RHBA-2022:7789
https://access.redhat.com/errata/RHBA-2022:7789
https://access.redhat.com/errata/RHBA-2022:7788
https://access.redhat.com/errata/RHBA-2022:7788
https://access.redhat.com/errata/RHBA-2022:7787
https://access.redhat.com/errata/RHBA-2022:7787
https://access.redhat.com/errata/RHBA-2022:7786
https://access.redhat.com/errata/RHBA-2022:7786
https://access.redhat.com/errata/RHBA-2022:7784
https://access.redhat.com/errata/RHBA-2022:7784
https://access.redhat.com/errata/RHBA-2022:7783
https://access.redhat.com/errata/RHBA-2022:7783
https://access.redhat.com/errata/RHBA-2022:7781
https://access.redhat.com/errata/RHBA-2022:7781
https://access.redhat.com/errata/RHBA-2022:7780
https://access.redhat.com/errata/RHBA-2022:7780
https://access.redhat.com/errata/RHBA-2022:7779
https://access.redhat.com/errata/RHBA-2022:7779
https://access.redhat.com/errata/RHBA-2022:7778
https://access.redhat.com/errata/RHBA-2022:7778
https://access.redhat.com/errata/RHBA-2022:7775
https://access.redhat.com/errata/RHBA-2022:7775
https://access.redhat.com/errata/RHBA-2022:7773
https://access.redhat.com/errata/RHBA-2022:7773
https://access.redhat.com/errata/RHBA-2022:7771
https://access.redhat.com/errata/RHBA-2022:7771
https://access.redhat.com/errata/RHBA-2022:7770
https://access.redhat.com/errata/RHBA-2022:7770
https://access.redhat.com/errata/RHBA-2022:7769
https://access.redhat.com/errata/RHBA-2022:7769
https://access.redhat.com/errata/RHBA-2022:7768
https://access.redhat.com/errata/RHBA-2022:7768
https://access.redhat.com/errata/RHBA-2022:7767
https://access.redhat.com/errata/RHBA-2022:7767

2022- RHBA- fwupd bug fix and enhancement

11-08 bugfix 2022:7766  update v4.14,v4.15,CB7.0.2
522028 bugfix ZRCEE:'?_?% ﬁg‘;gg bug fix and enhancement 1 144 15 cB7.0.2
i(lj-zoze-; bugfix ;{(;—29'76 . EBSZ&Z bug fix and enhancement 1 444 15 cB7.0.2
ig_zozé bugfix %63 nggfgh bug fix and enhancement ) 14 4 15.cB7.0.2
ﬂZOZS bugfix S B‘F’)"dda‘ifaa bug fix and enhancement |, 4 14 4 15.cB7.0.2
ﬂZgS bugfix ZR(;—%A?\_?Gl fuse bug fix and enhancement update v4.14,v4.15,CB7.0.2
D g SRS Grohorecebotonuessceros
ig_zozé bugfix %‘2@"758 Eggea‘ig's bug fix and enhancement . 4 1414 15, cB7.0.2
i(iZ(?S bugfix %57 Z%::’ﬁltjetils bug fix and enhancement V4.14.v4.15.CB7.0.2
ﬁ_zgé bugfix ;;—257'753 Le:l d”;t%” bug fix and enhancement . 4 14 4 15 cB7.0.2
ﬁ_zgé bugfix ;;42%'752 Lp;g;tf bug fix and enhancement ) 14 4 15 cB7.0.2
ﬁZgS bugfix 47 L”pr:jea‘:ebug fix and enhancement /14 \4 15 CB7.0.2
igzozg bugfix 5(;—2:)07\-746 zsh bug fix and enhancement update v4.14,v4.15,CB7.0.2
D bt SRS Immimensonueisceros
ig_zozé bugfix %E;A{? " umpddzc:? bug fix and enhancement . 4 1414 15 cB7.0.2
igzozg bugfix SETEEn :Jis:ji;fec bug fix and enhancement 1,y 114 15, cB7.0.2
582028 bugfix 5(;—2:'07‘-739 sssd bug fix and enhancement update v4.14,v4.15,CB7.0.2
522028 bugfix 50273'07\-738 3trj)tdhastzlect bug fix and enhancement v4.14.v4.15,CB7.0.2
522028 bugfix %3 . L%‘at;'tr;d bug fix and enhancement 1 14 4 15, cB7.0.2


https://access.redhat.com/errata/RHBA-2022:7766
https://access.redhat.com/errata/RHBA-2022:7766
https://access.redhat.com/errata/RHBA-2022:7765
https://access.redhat.com/errata/RHBA-2022:7765
https://access.redhat.com/errata/RHBA-2022:7764
https://access.redhat.com/errata/RHBA-2022:7764
https://access.redhat.com/errata/RHBA-2022:7763
https://access.redhat.com/errata/RHBA-2022:7763
https://access.redhat.com/errata/RHBA-2022:7762
https://access.redhat.com/errata/RHBA-2022:7762
https://access.redhat.com/errata/RHBA-2022:7761
https://access.redhat.com/errata/RHBA-2022:7761
https://access.redhat.com/errata/RHBA-2022:7759
https://access.redhat.com/errata/RHBA-2022:7759
https://access.redhat.com/errata/RHBA-2022:7758
https://access.redhat.com/errata/RHBA-2022:7758
https://access.redhat.com/errata/RHBA-2022:7757
https://access.redhat.com/errata/RHBA-2022:7757
https://access.redhat.com/errata/RHBA-2022:7755
https://access.redhat.com/errata/RHBA-2022:7755
https://access.redhat.com/errata/RHBA-2022:7753
https://access.redhat.com/errata/RHBA-2022:7753
https://access.redhat.com/errata/RHBA-2022:7752
https://access.redhat.com/errata/RHBA-2022:7752
https://access.redhat.com/errata/RHBA-2022:7747
https://access.redhat.com/errata/RHBA-2022:7747
https://access.redhat.com/errata/RHBA-2022:7746
https://access.redhat.com/errata/RHBA-2022:7746
https://access.redhat.com/errata/RHBA-2022:7742
https://access.redhat.com/errata/RHBA-2022:7742
https://access.redhat.com/errata/RHBA-2022:7741
https://access.redhat.com/errata/RHBA-2022:7741
https://access.redhat.com/errata/RHBA-2022:7740
https://access.redhat.com/errata/RHBA-2022:7740
https://access.redhat.com/errata/RHBA-2022:7739
https://access.redhat.com/errata/RHBA-2022:7739
https://access.redhat.com/errata/RHBA-2022:7738
https://access.redhat.com/errata/RHBA-2022:7738
https://access.redhat.com/errata/RHBA-2022:7734
https://access.redhat.com/errata/RHBA-2022:7734

2022-
11-08

2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08

2022-
11-08

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2022:7732

RHBA-
2022:7731

RHBA-
2022:7729

RHBA-
2022:7728

RHBA-
2022:7727

RHBA-
2022:7726

RHBA-
2022:7725

RHBA-
2022:7724

RHBA-
2022:7723

RHBA-
2022:7722

RHBA-
2022:7721

RHBA-
2022:7717

RHBA-
2022:7716

RHBA-
2022:7714

RHBA-
2022:7713

RHBA-
2022:7712

RHBA-
2022:7711

RHBA-
2022:7710

RHBA-
2022:7708

RHBA-
2022:7707

sos bug fix and enhancement update

ding-libs bug fix and enhancement

update

libtdb bug fix and enhancement

update

libtevent bug fix and enhancement

update

systemd bug fix and enhancement

update

grub2 bug fix and enhancement

update

dracut bug fix and enhancement

update

zlib bug fix and enhancement update

pam bug fix and enhancement update

libcap bug fix and enhancement

update

cronie bug fix and enhancement

update

elfutils bug fix and enhancement

update

cups bug fix and enhancement

update

device-mapper-multipath bug fix and

enhancement update

libsolv bug fix and enhancement

update

dnf bug fix and enhancement update

libdnf bug fix and enhancement

update

rng-tools bug fix and enhancement

update

expat bug fix and enhancement

update

nftables bug fix and enhancement

update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHBA-2022:7732
https://access.redhat.com/errata/RHBA-2022:7732
https://access.redhat.com/errata/RHBA-2022:7731
https://access.redhat.com/errata/RHBA-2022:7731
https://access.redhat.com/errata/RHBA-2022:7729
https://access.redhat.com/errata/RHBA-2022:7729
https://access.redhat.com/errata/RHBA-2022:7728
https://access.redhat.com/errata/RHBA-2022:7728
https://access.redhat.com/errata/RHBA-2022:7727
https://access.redhat.com/errata/RHBA-2022:7727
https://access.redhat.com/errata/RHBA-2022:7726
https://access.redhat.com/errata/RHBA-2022:7726
https://access.redhat.com/errata/RHBA-2022:7725
https://access.redhat.com/errata/RHBA-2022:7725
https://access.redhat.com/errata/RHBA-2022:7724
https://access.redhat.com/errata/RHBA-2022:7724
https://access.redhat.com/errata/RHBA-2022:7723
https://access.redhat.com/errata/RHBA-2022:7723
https://access.redhat.com/errata/RHBA-2022:7722
https://access.redhat.com/errata/RHBA-2022:7722
https://access.redhat.com/errata/RHBA-2022:7721
https://access.redhat.com/errata/RHBA-2022:7721
https://access.redhat.com/errata/RHBA-2022:7717
https://access.redhat.com/errata/RHBA-2022:7717
https://access.redhat.com/errata/RHBA-2022:7716
https://access.redhat.com/errata/RHBA-2022:7716
https://access.redhat.com/errata/RHBA-2022:7714
https://access.redhat.com/errata/RHBA-2022:7714
https://access.redhat.com/errata/RHBA-2022:7713
https://access.redhat.com/errata/RHBA-2022:7713
https://access.redhat.com/errata/RHBA-2022:7712
https://access.redhat.com/errata/RHBA-2022:7712
https://access.redhat.com/errata/RHBA-2022:7711
https://access.redhat.com/errata/RHBA-2022:7711
https://access.redhat.com/errata/RHBA-2022:7710
https://access.redhat.com/errata/RHBA-2022:7710
https://access.redhat.com/errata/RHBA-2022:7708
https://access.redhat.com/errata/RHBA-2022:7708
https://access.redhat.com/errata/RHBA-2022:7707
https://access.redhat.com/errata/RHBA-2022:7707

2022-
11-08

2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08
2022-
11-08

2022-
11-08

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2022:7706

RHBA-
2022:7705

RHBA-
2022:7703

RHBA-
2022:7702

RHBA-
2022:7701

RHBA-
2022:7698

RHBA-
2022:7696

RHBA-
2022:7695

RHBA-
2022:7693

RHBA-
2022:7691

RHBA-
2022:7688

RHBA-
2022:7687

RHBA-
2022:7686

RHBA-
2022:7685

RHBA-
2022:7684

RHBA-
2022:7681

RHBA-
2022:7680

RHBA-
2022:7679

RHBA-
2022:7677

RHBA-
2022:7659

which bug fix and enhancement

update

kexec-tools bug fix and enhancement

update

python-slip bug fix and enhancement

update

mokutil bug fix and enhancement

update

at bug fix and enhancement update

samba bug fix and enhancement

update

krb5 bug fix and enhancement

update

virt-what bug fix and enhancement

update

binutils bug fix and enhancement

update

selinux-policy bug fix and

enhancement update

gcc bug fix and enhancement update

procps-ng bug fix and enhancement

update

iputils bug fix and enhancement

update

python3 bug fix and enhancement

update

glibc bug fix and enhancement

update

audit bug fix and enhancement

update

NetworkManager bug fix and

enhancement update

mcelog bug fix and enhancement

update

redhat-release bug fix and

enhancement update

gtk3 bug fix and enhancement

update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHBA-2022:7706
https://access.redhat.com/errata/RHBA-2022:7706
https://access.redhat.com/errata/RHBA-2022:7705
https://access.redhat.com/errata/RHBA-2022:7705
https://access.redhat.com/errata/RHBA-2022:7703
https://access.redhat.com/errata/RHBA-2022:7703
https://access.redhat.com/errata/RHBA-2022:7702
https://access.redhat.com/errata/RHBA-2022:7702
https://access.redhat.com/errata/RHBA-2022:7701
https://access.redhat.com/errata/RHBA-2022:7701
https://access.redhat.com/errata/RHBA-2022:7698
https://access.redhat.com/errata/RHBA-2022:7698
https://access.redhat.com/errata/RHBA-2022:7696
https://access.redhat.com/errata/RHBA-2022:7696
https://access.redhat.com/errata/RHBA-2022:7695
https://access.redhat.com/errata/RHBA-2022:7695
https://access.redhat.com/errata/RHBA-2022:7693
https://access.redhat.com/errata/RHBA-2022:7693
https://access.redhat.com/errata/RHBA-2022:7691
https://access.redhat.com/errata/RHBA-2022:7691
https://access.redhat.com/errata/RHBA-2022:7688
https://access.redhat.com/errata/RHBA-2022:7688
https://access.redhat.com/errata/RHBA-2022:7687
https://access.redhat.com/errata/RHBA-2022:7687
https://access.redhat.com/errata/RHBA-2022:7686
https://access.redhat.com/errata/RHBA-2022:7686
https://access.redhat.com/errata/RHBA-2022:7685
https://access.redhat.com/errata/RHBA-2022:7685
https://access.redhat.com/errata/RHBA-2022:7684
https://access.redhat.com/errata/RHBA-2022:7684
https://access.redhat.com/errata/RHBA-2022:7681
https://access.redhat.com/errata/RHBA-2022:7681
https://access.redhat.com/errata/RHBA-2022:7680
https://access.redhat.com/errata/RHBA-2022:7680
https://access.redhat.com/errata/RHBA-2022:7679
https://access.redhat.com/errata/RHBA-2022:7679
https://access.redhat.com/errata/RHBA-2022:7677
https://access.redhat.com/errata/RHBA-2022:7677
https://access.redhat.com/errata/RHBA-2022:7659
https://access.redhat.com/errata/RHBA-2022:7659

2022- RHBA- oddjob bug fix and enhancement

11-08 bugfix 2022:7652  update v4.14,v4.15,CB7.0.2
1o DO 52Ttk emmancementupdate T VA14v415.087.02
1108 PO 2000546 enancoment updte. VA144.15,CBT.0.2
ig_zozé bugfix %41 Lsgggtfugﬁxa”d enhancement v4.14.v4.15,CB7.0.2
ﬂZOZS bugfix ;:'2'2:‘;;535 3332?5""'0 bug fix and enhancement |, ; 14 4 15 cB7.0.2
ﬂZgS bugfix %77 sscg bug fix and enhancement update v4.14,v4.15,CB7.0.2
i(lj_zgé bugfix ;;—3%75 ﬂgg;‘t’gc bug fix and enhancement ', 4 14 4 15 cB7.0.2
T1op DU D Tre  eonancementupdte o VA14V415,CB702
1105 DU DTRes  enmancementopdate - V414V415CB702
ﬁzé bugfix ;;—%'553 Epmdﬁebug fix and enhancement v4.14,v4.15,CBT7.0.2
110 DO DOSTes emmancementupdate v414,v4.15,CB7.02
ﬂZgS bugfix ;;2’67‘544 rhc bug fix and enhancement update |v4.14,v4.15,CB7.0.2
ﬁZgS bugfix %38 Zﬁg{:tap bug fix and enhancement |, , 1, 4 15 cB7.0.2
1105 DUOX DPTel emmancomentupdate v414,v4.15,CB7.02
105 DU D0%irs enhancementupante o V414V415CB702
ig_zozé bugfix %71 :jsgireb“gﬁxa”d enhancement 1 14v4.15,CB7.0.2
igzozg bugfix 5(')*22%60 L?’;;?g bug fix and enhancement |, 14 4 15 cB7.0.2
1205 DU DTes enhancomentupdate | V415.0B702

1205 DU D Cer  enhancomentupdate | V415.0B702

ﬁzozg bugfix %04 L?j‘;?eb“g fix and enhancement ) 14 \4 15 CB7.0.2
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bugfix
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
security

security

RHBA-
2022:7240

RHSA-
2022:7192

RHSA-
2022:7111

RHSA-
2022:7110

RHSA-
2022:7108

RHSA-
2022:7106

RHSA-
2022:7105

RHBA-
2022:7127

RHBA-
2022:7122

RHBA-
2022:7116

RHBA-
2022:7115

RHBA-
2022:7114

RHBA-
2022:7112

RHBA-
2022:7109

RHBA-
2022:7107

RHBA-
2022:7104

RHSA-
2022:7089

RHBA-
2022:7067

RHSA-
2022:7000

RHSA-
2022:6878

container-tools:rhel8 bug fix and
enhancement update

Important: device-mapper-multipath
security update

Moderate: samba security and bug
fix update

Important: kernel security, bug fix,
and enhancement update

Moderate: sqlite security update
Moderate: zlib security update

Moderate: gnutls security update

container-tools:rhel8 bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix
update

libsemanage bug fix and
enhancement update

rpm bug fix and enhancement update
systemd update

sos bug fix and enhancement update

linux-firmware bug fix and
enhancement update

glib2 bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

Important: libksba security update

tzdata bug fix and enhancement
update

Moderate: java-17-openjdk security
and bug fix update

Important: expat security update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.15,CB 7.0.2

v4.14,v4.15,CB7.0.2
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bugfix
security
security
security
security
enhancement
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security

bugfix

RHBA-
2022:6827

RHSA-
2022:6778

RHSA-
2022:6463

RHSA-
2022:6460

RHSA-
2022:6457

RHEA-
2022:6440

RHEA-
2022:6327

RHBA-
2022:6466

RHBA-
2022:6465

RHBA-
2022:6464

RHBA-
2022:6461

RHBA-
2022:6459

RHBA-
2022:6458

RHBA-
2022:6452

RHBA-
2022:6446

RHSA-
2022:6357

RHSA-
2022:6206

RHSA-
2022:6180

RHSA-
2022:6159

RHBA-
2022:6151

tzdata bug fix and enhancement
update

Important: bind security update

Moderate: gnupg?2 security update

Moderate: kernel security, bug fix,
and enhancement update

Moderate: python3 security update

nss and nspr bug fix and
enhancement update

java-17-openjdk bug fix update
systemd bug fix and enhancement

update

libdnf bug fix and enhancement
update

initscripts bug fix and enhancement
update

pam bug fix and enhancement update

ca-certificates bug fix and
enhancement update

iproute bug fix and enhacement
update

scap-security-guide bug fix and
enhancement update

virt:rhel and virt-devel:rhel bug fix
and enhancement update

Important: open-vm-tools security
update

Important: systemd security update
Important: rsync security update

Moderate: curl security update

selinux-policy bug fix and
enhancement update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.15,CB 7.0.2
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2022- RHBA- tzdata bug fix and enhancement

08-23 bugfix 2022:6138  |update v4.14,v4.15,CB7.0.2
322023 bugfix ?53?872 sos bug fix and enhancement update v4.14,v4.15,CB7.0.2
202 oy RHSA S”hdlﬁn:ttpgy'tb%ftd V4 14,415 CB7.02
Cors security  DUORE ]'cr(plfgézrt‘; kernel security and bug '\ 4 14 v4.15,cB7.0.2
32252 security 5(;3%818 Moderate: openssl security update  |v4.14,v4.15,CB7.0.2
332022 security %813 Moderate: vim security update v4.14,v4.15,CB7.0.2
532022 security %809 Moderate: pcre2 security update v4.14,v4.15,CB7.0.2
N b SRS [mecmed  iwscers
nggz bugfix 5(;—2:';325 rhc bug fix and enhancement update v4.14,v4.15,CB7.0.2
53252 bugfix 5(?22?82 ,  container-tools:rhel8 bug fix update v4.14,v4.15,CB7.0.2
ngc?z bugfix e L‘;)rgjtebug fix and enhancement v4.14,v4.15,CB7.0.2
nggz bugfix ;;2@;317 Sggztt;“g fix and enhancement v4.14,v4.15,CBT7.0.2
33_252' bugfix ;;—2:’;316 :jgg;‘tfebug fix and enhancement v4.14,v4.15,CB7.0.2
Sg-zozz_ bugfix %15 Bgzgtzug fix and enhancement v4.14,v4.15,CB7.0.2
N bt SRS, e dbean L scenos
N b SRS, Snlobebediscens
NI b SR e ARG b XA 140415702
ngozz bugfix %10 L”pr:jeaot'eb“g fix and enhancement 1 14 \4 15 CB7.0.2
Sg.zozz_ bugfix %08 fﬁ:{;‘d bug fix and enhancement . 4 14 4 15.cB7.0.2
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bugfix
security
security
security
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
bugfix

security

RHBA-
2022:5807

RHSA-
2022:5726

RHSA-
2022:5717

RHSA-
2022:5564

RHSA-
2022:5319

RHSA-
2022:5317

RHSA-
2022:5316

RHSA-
2022:5314

RHSA-
2022:5313

RHSA-
2022:5311

RHBA-
2022:5332

RHBA-
2022:5321

RHBA-
2022:5320

RHBA-
2022:5318

RHBA-
2022:5315

RHBA-
2022:5312

RHSA-
2022:5163

RHSA-
2022:5095

RHBA-
2022:5081

RHSA-
2022:5056

rng-tools bug fix and enhancement
update

Important: java-17-openjdk security,
bug fix, and enhancement update

Important: grafana security update

Important: kernel security, bug fix,
and enhancement update

Moderate: vim security update

Moderate: libxml2 security update

Important: kernel security and bug
fix update

Moderate: expat security update
Moderate: curl security update

Moderate: libgcrypt security update

scap-security-guide bug fix and
enhancement update

sssd bug fix and enhancement update

NetworkManager bug fix and
enhancement update

dracut bug fix and enhancement
update

samba bug fix and enhancement
update

gcc bug fix and enhancement update

Low: httpd:2.4 security update

Important: grub2, mokutil, shim, and
shim-unsigned-x64 security update

glibc bug fix update

Important: cups security and bug fix
update
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security
security
bugfix

security
security
security
security
security
security
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security
security
security
security
security
security
security

security

RHSA-
2022:4991

RHSA-
2022:4799

RHBA-
2022:4744

RHSA-
2022:2234

RHSA-
2022:2201

RHSA-
2022:2120

RHSA-
2022:2110

RHSA-
2022:2092

RHSA-
2022:2074

RHSA-
2022:2043

RHSA-
2022:2031

RHSA-
2022:2013

RHSA-
2022:1991

RHSA-
2022:1988

RHSA-
2022:1986

RHSA-
2022:1961

RHSA-
2022:1915

RHSA-
2022:1891

RHSA-
2022:1820

RHSA-
2022:1810

Important: xz security update
Important: rsyslog security update

sos bug fix and enhancement update

Important: subversion:1.10 security

update

Important: rsync security update

Moderate: zsh security update

Low: grub2 security, bug fix, and

enhancement update

Moderate: bind security, bug fix, and

enhancement update

Moderate: samba security, bug fix,
and enhancement update

Moderate: c-ares security update

Low: libssh security, bug fix, and

enhancement update

Moderate: openssh security, bug fix,
and enhancement update

Moderate: cpio security update

Important: kernel security, bug fix,
and enhancement update

Moderate: python3 security update

Moderate: cairo and pixman security

and bug fix update

Moderate: httpd:2.4 security and bug

fix update

Low: libpg security update

Low: udisks2 security and bug fix

update

Moderate: libtiff security update
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security

security

security

enhancement
enhancement
enhancement
enhancement
enhancement
enhancement
enhancement
enhancement
enhancement
enhancement
enhancement
enhancement
enhancement
bugfix

bugfix

bugfix

RHSA-
2022:1781

RHSA-
2022:1762

RHSA-
2022:1759

RHEA-
2022:2093

RHEA-
2022:2029

RHEA-
2022:2026

RHEA-
2022:2014

RHEA-
2022:2012

RHEA-
2022:2010

RHEA-
2022:1998

RHEA-
2022:1985

RHEA-
2022:1926

RHEA-
2022:1869

RHEA-
2022:1774

RHEA-
2022:1768

RHEA-
2022:1733

RHBA-
2022:2147

RHBA-
2022:2141

RHBA-
2022:2126

Low: grafana security, bug fix, and
enhancement update

Important: container-tools:rhel8
security, bug fix, and enhancement
update

Moderate: virt:rhel and virt-
devel:rhel security, bug fix, and
enhancement update

dhcp bug fix and enhancement
update

libseccomp bug fix and enhancement
update

strace bug fix and enhancement
update

RDMA stack bug fix and
enhancement update

tzdata bug fix and enhancement
update

mcelog bug fix and enhancement
update

sos bug fix and enhancement update

NetworkManager bug fix and
enhancement update

libreswan bug fix and enhancement
update

new module: perl:5.32

open-vm-tools bug fix and
enhancement update

java-17-openjdk bug fix and
enhancement update

java-17-openjdk bug fix and
enhancement update

sssd bug fix and enhancement update

container-tools:rhel8 bug fix update

shim bug fix and enhancement
update
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bugfix

RHBA-
2022:2122

RHBA-
2022:2121

RHBA-
2022:2119

RHBA-
2022:2118

RHBA-
2022:2117

RHBA-
2022:2115

RHBA-
2022:2114

RHBA-
2022:2113

RHBA-
2022:2112

RHBA-
2022:2108

RHBA-
2022:2107

RHBA-
2022:2106

RHBA-
2022:2105

RHBA-
2022:2104

RHBA-
2022:2103

RHBA-
2022:2102

RHBA-
2022:2101

RHBA-
2022:2100

RHBA-
2022:2099

RHBA-
2022:2098

gawk bug fix and enhancement
update

libxml2 bug fix and enhancement
update

libsemanage bug fix and
enhancement update

texinfo bug fix and enhancement
update

gpgme bug fix and enhancement
update

xfsdump bug fix and enhancement
update

passwd bug fix and enhancement
update

expat update

microcode_ctl bug fix and
enhancement update

man-pages bug fix and enhancement
update

fuse bug fix and enhancement update

tuned bug fix and enhancement
update

dracut bug fix and enhancement
update

e2fsprogs bug fix and enhancement
update

libcap bug fix and enhancement
update

pam bug fix and enhancement update

libnftnl bug fix and enhancement
update

util-linux bug fix and enhancement
update

sysfsutils bug fix and enhancement
update

unzip bug fix and enhancement
update
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2022- RHBA- cryptsetup bug fix and enhancement

05-10 bugfix 2022:2097  update v4.14,v4.15,CB7.0.2
322120 bugfix ZRCEE:'%% 3‘5‘3;2“9 fix and enhancement v4.14,v4.15,CBT7.0.2
T g DR pmeremongin yscoros
52_2126 bugfix %91 Egzt;t': bug fix and enhancement 1 44 4 15 cB7.0.2
322120 bugfix ?(?212,02\090 \Jiprél-avt\:ahat bug fix and enhancement V4.14.v4.15.CB7.0.2
322120 bugfix ;;—E;:Azbgg L%aJQS bug fix and enhancement 1 1 14 15 cB7.0.2
32_2126 bugfix ;;2%87 H‘pddz(ig‘ bug fix and enhancement . 4 14 4 15 cB7.0.2
52_2126 bugfix %86 Lpp”(;;'tz bug fix and enhancement 1 44 4 15 cB7.0.2
522120 bugfix g B‘F’)"dd;faa bug fix and enhancement |, 4 14 4 15.cB7.0.2
322120 bugfix %83 gzzzrtzxy bug fix and enhancement  \ 14 15 cB7.0.2
522120 bugfix %82 rpm bug fix and enhancement update v4.14,v4.15,CB7.0.2
52_2126 bugfix ;;4222680 Z‘;%gtzug fix and enhancement v4.14,v4.15,CB7.0.2
522120 bugfix o Z%tg;’tf bug fix and enhancement 1 14 4 15 cB7.0.2
322120 bugfix %78 ’J‘: hrogs bug fix and enhancement |, , 1, 4 15 cB7.0.2
32_2126 bugfix %77 :jgg;?eb”g fix and enhancement v4.14,v4.15,CB7.0.2
32_2126 bugfix %76 :jsg;tt’eb“g fix and enhancement 1 44 4 15 CB7.0.2
322120 bugfix e 'u'gg"gt'é’c bug fix and enhancement . 4 14 4 15.cB7.0.2
322120 bugfix %72 gcc bug fix and enhancement update v4.14,v4.15,CB7.0.2
éngZO bugfix %71 Sggztzug fix and enhancement v4.14,v4.15,CB7.0.2
nglzo bugfix %70 sssd bug fix and enhancement update v4.14,v4.15,CB7.0.2
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2022- RHBA- samba bug fix and enhancement

03-15 bugfix 2022:0900  |update v4.14,v4.15,CB7.0.2
322125 bugfix sgg%% L‘gg:tg’ug fix and enhancement v4.14,v4.15,CB7.0.2
N bt SRR ST s cen02
NI bt G Icmumshingseweisceros
ST bugfix SO %ﬁg{:d bug fix and enhancement 4 144 15, cB7.0.2
322125 bugfix ZROI—;_IZ,%\E—B% ngztc;uth bug fix and enhancement V4.14.v4.15,CB7.0.2
0 ety S et el 0 g 14141508702
322223 security %658 Important: cyrus-sasl security update v4.14,v4.15,CB7.0.2
52257 security %2%—441 Important: aide security update v4.14,v4.15,CB7.0.2
52251 security %370 Moderate: cryptsetup security update v4.14,v4.15,CB7.0.2
52251 security %368 Moderate: rpm security update v4.14,v4.15,CB7.0.2
égzgl security 2R()HZ§A(\)366 Moderate: vim security update v4.14,v4.15,CB7.0.2
nggl enhancement %59 chpddali;np bug fix and enhancement v4.14,v4.15,CB7.0.2
2022 cnncement SSER ) GRS IOO B S 04 140015,05702
322021 bugfix %71 sssd bug fix and enhancement update v4.14,v4.15,CB7.0.2
322021 bugfix %69 dnf-plugins-core bug fix update v4.14,v4.15,CB7.0.2
322021 bugfix %22%365 sos bug fix and enhancement update v4.14,v4.15,CB7.0.2
322021 bugfix 502—2:%\;%61 virt:rhel bug fix update v4.14,v4.15,CB7.0.2
% bugfix SO Egg;‘t’gc bug fix and enhancement 4 144 15,cB7.0.2
8223?1 security %332 Sgg;‘t::' samba security and bug fix 4 144 15,cB7.0.2
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2021-
11-10

security
security
security
security
security
security
security
security
security
bugfix

bugfix

bugfix

bugfix

bugfix

security
security
security
security
security

bugfix

RHSA-
2022:0267

RHSA-
2022:0258

RHSA-
2022:0199

RHSA-
2022:0188

RHSA-
2022:0161

RHSA-
2022:0001

RHSA-
2021:5238

RHSA-
2021:5227

RHSA-
2021:5226

RHBA-
2021:5229

RHBA-
2021:5228

RHBA-
2021:5225

RHBA-
2021:5202

RHBA-
2021:5174

RHSA-
2021:5082

RHSA-
2021:4903

RHSA-
2021:4647

RHSA-
2021:4595

RHSA-
2021:4587

RHBA-
2021:4604

Important: polkit security update
Important: httpd:2.4 security update

Important: libreswan security update

Important: kernel security and bug
fix update

Moderate: java-17-openjdk security
update

Important: grafana security update

Low: virt:rhel and virt-devel:rhel
security update

Moderate: kernel security and bug
fix update

Moderate: openssl security update

systemd bug fix and enhancement
update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.15,CB 7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

sssd bug fix and enhancement update v4.14,v4.15,CB7.0.2

kexec-tools bug fix and enhancement

update

systemd bug fix and enhancement
update

selinux-policy bug fix and
enhancement update

Important: samba security update
Critical: nss security update
Important: kernel security update
Moderate: binutils security update
Moderate: gcc security update

httpd:2.4 bug fix update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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RHSA-
2021:4537

RHSA-
2021:4517

RHSA-
2021:4513

RHSA-
2021:4511

RHSA-
2021:4510

RHSA-
2021:4489

RHSA-
2021:4464

RHSA-
2021:4455

RHSA-
2021:4451

RHSA-
2021:4426

RHSA-
2021:4424

RHSA-
2021:4409

RHSA-
2021:4408

RHSA-
2021:4404

RHSA-
2021:4399

RHSA-
2021:4396

RHSA-
2021:4393

RHSA-
2021:4387

RHSA-
2021:4386

RHSA-
2021:4385

Important: httpd:2.4 security update
Moderate: vim security update

Moderate: libsepol security update

Moderate: curl security and bug fix

update

Low: lua security update

Low: rpm security, bug fix, and

enhancement update

Moderate: dnf security and bug fix

update

Low: python-pip security update

Moderate: gnutls and nettle security,
bug fix, and enhancement update

Moderate: ncurses security update

Moderate: openssl security and bug

fix update

Moderate: libgcrypt security and bug

fix update

Low: libsolv security and bug fix

update

Low: kexec-tools security, bug fix,
and enhancement update

Moderate: python3 security update

Moderate: sqlite security update

Moderate: cups security and bug fix

update

Low: libssh security update

Low: gcc security and bug fix update

Moderate: glib2 security and bug fix

update

v4.14,v4.15,CB7.0.2
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Moderate: bind security and bug fix
update

Moderate: json-c security and bug
fix update

Moderate: GNOME security, bug
fix, and enhancement update

Moderate: file security update
Low: pcre security update
Moderate: openssh security update

Moderate: binutils security update

Moderate: NetworkManager
security, bug fix, and enhancement
update

Moderate: glibc security, bug fix,
and enhancement update

Moderate: kernel security, bug fix,
and enhancement update

Moderate: libX11 security update

Moderate: libjpeg-turbo security and

bug fix update

Moderate: httpd:2.4 security, bug fix,

and enhancement update

Moderate: libtiff security and bug fix

update

Low: tcpdump security and bug fix
update

Moderate: jasper security update

Moderate: grafana security, bug fix,
and enhancement update

Moderate: virt:rhel and virt-
devel:rhel security, bug fix, and
enhancement update

Moderate: gt5 security, bug fix, and
enhancement update
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Moderate: container-tools:rhel8

522019 security %154 Ei)(;jl;rtiéy’ bug fix, and enhancement  v4.14,v4.15,CB7.0.2
522019 security %135 Lrgg;)tretant: java-17-openjdk security v4.15,CB 7.0.2

igzolg enhancement 5&5&518 LZS(?;?ebuq fix and enhancement v4.14,v4.15,CB7.0.2
522019 enhancement ZRCEEQSM Etggg(teebug fix and enhancement v4.14,v4.15,CB7.0.2
i(lj_zgé enhancement 502?:612191 Ligggtfebug fix and enhancement v4.14,v4.15,CB7.0.2
igzolg enhancement 5(;_'253479 (re?]?]gerl]t(-:leﬁeor?tbuup? dgt)é and v4.14,v4.15,CB7.0.2
igzolg enhancement ;;_'25'2439 Egtd-:?emp bug fix and enhancement v4.14,v4.15,CB7.0.2
igzolg enhancement ?5?’3434 :jgg:fe'ng bug fix and enhancement v4.14,v4.15,CB7.0.2
ﬁi}é enhancement 55?54;125 Eggzg bug fix and enhancement 1 14 14 15 cB7.0.2
igzgg enhancement ;;4252405 E:r?; ﬁgg:ﬁgﬂ S;ga];iex and v4.14,v4.15,CB7.0.2
igzolg enhancement ZROI_;E'Z%S sos bug fix and enhancement update v4.14,v4.15,CB7.0.2
522019 enhancement 50%5?369 ump(:;allgeg bug fix and enhancement v4.14,v4.15,CB7.0.2
207 enhancement S0 Q:ﬁ;‘?‘fg‘f}g‘rﬁmgﬁe fix and V4.14,v4.15,CB7.0.2
igzolg enhancement 5(;425'22 43 35‘3;? bug fix and enhancement v4.14,v4.15,CB7.0.2
L o SR e s U 3415010
L ramen BEEES | o oS SRS 1410500702
ig_zolé enhancement 5(;—?4-192 Egggfgap bug fix and enhancement |, ; 14 4 15 cB7.0.2
L o S ek \ycaras

ig_zolé bugfix %?2'5 43 Lﬁj‘;ﬁf“g fix and enhancement 4 14 \4 15 CB7.0.2
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bugfix
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bugfix
bugfix
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bugfix
bugfix
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bugfix
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2021:4359

RHBA-
2021:4357

RHBA-
2021:4355

RHBA-
2021:4354

RHBA-
2021:4353

RHBA-
2021:4352
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RHBA-
2021:4255

RHBA-
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RHBA-
2021:4240

RHBA-
2021:4225

kmod-kvdo bug fix and enhancement

update

kpatch bug fix and enhancement

update

firewalld bug fix and enhancement

update

libndp bug fix and enhancement

update

Im_sensors bug fix and enhancement

update

redhat-release bug fix and

enhancement update

plymouth bug fix and enhancement

update

fstrm bug fix and enhancement

update

perl-GSSAPI bug fix and

enhancement update

apr bug fix and enhancement update

ipmitool bug fix and enhancement

update

nmap bug fix and enhancement

update

libreswan bug fix and enhancement

update

man-pages-overrides bug fix and

enhancement update

grafana-pcp bug fix and

enhancement update

scap-security-guide bug fix and

enhancement update

copy-jdk-configs bug fix and

enhancement update

dwz bug fix and enhancement update

microcode_ctl bug fix and

enhancement update

open-vm-tools bug fix and

enhancement update

v4.14,v4.15,CB7.0.2
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2021- RHBA- xorg-x11-font-utils bug fix and

11-09 bugfix 2021:4216  |enhancement update v4.14,v4.15CB7.0.2
ﬁzolg bugfix 502—?2-215 %ﬁ:{;‘t""p bug fix and enhancement |, 4 144 15, cB7.0.2
i(lj-zols; bugfix 5(;—?3-21 . ﬂgg;‘t’gc bug fix and enhancement . 4 14 14 15 cB7.0.2
1100 ™9 3051506 enpancamont upcts. V41494.15.CB7.02
igzég bugfix 5{'2?2'19 . ﬂgggfe”d bug fix and enhancement 1 14 \4 15 CB7.0.2
1100 POTK 50214103 bug fikand enhancoment update V414¥415.CB7.02
i(lj_zgé bugfix ;;Efﬁ'lgz ﬂg:jsaktsez bug fix and enhancement 1 14 4 15 cB7.0.2
1005 DO 0214177 enhancemont update VA.14¥4.15,CBT.02
igzolg bugfix %75 ‘lj;gg’tde bug fix and enhancement 1 144 15 CB7.0.2
522019 bugfix 5(;—?:3\_174 rhc bug fix and enhancement update v4.14,v4.15,CB7.0.2
ﬁzolz security %060 Moderate: libsolv security update v4.14,v4.15,CB7.0.2
igzolz security 5&813059 Moderate: curl security update v4.14,v4.15,CB7.0.2
igzolz security %058 Moderate: samba security update v4.14,v4.15,CB7.0.2
igzolz security ;;—81:'3:057 Moderate: python3 security update  v4.14,v4.15,CB7.0.2
U ety SSA ot el e 014001505702
igzolz bugfix %99 353’;?60"’"0 bug fix and enhancement |, , 14 4 15 cB7.0.2
0 bt DUBAL SpSMMDNTIggu508702
20rs bugix  SUOOE 3‘;‘;&2“9 fix and enhancement V4.14,y4.15,CBT7.0.2
U bt A oGt 0scemo2
i22012 bugfix %SS BLsd-;Jtt;Is bug fix and enhancement V4.14.v4.15,CB7.0.2
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2021- RHBA- iptables bug fix and enhancement

11-02 bugfix 2021:4054  |update v4.14,v4.15,CB7.0.2
202 bugfix a0 L?(j‘;?f“g fixand enhancement 4 14\4.15,CB7.0.2
582112 security %816 Important: httpd:2.4 security update v4.14,v4.15,CB7.0.2
i82112 security %771 Important: grafana security update  v4.14,v4.15,CB7.0.2
2ol bugix  SOSC LZS(?;?eb“g fix and enhancement 4 14 \4.15,CB7.0.2
382213 bugfix ZR(;—lié’éSGl container-tools:rhel8 bug fix update v4.14,v4.15,CB7.0.2
382211 security 2RO|181A§582 Moderate: curl security update v4.14,v4.15,CB7.0.2
382211 security %576 Moderate: krb5 security update v4.14,v4.15,CB7.0.2
O ety SR Mot s T g 14101508702
582211 enhancement %91 Etgggcteebug fix and enhancement v4.14,v4.15,CB7.0.2
38_2211' bugfix 5(;—?2;395 %‘gebug fix and enhancement v4.14,v4.15,CB7.0.2
58_2;1' bugfix 5&?@;;9 . :jgg;’tsug fix and enhancement v4.14,v4.15,CB7.0.2
N0 bt SRR Ol bGIgeeisceros
382211 bugfix 5(;—?:’2\-588 rhc bug fix and enhancement update v4.14,v4.15,CB7.0.2
U bt SR TG B 14041500702
38_2211- bugfix %g . Egg;ct’f’ bug fix and enhancement /14 4 15 cB7.0.2
382211 bugfix 5(;?2583 sos bug fix and enhancement update v4.14,v4.15,CB7.0.2
382211 bugfix 502—?:%-574 Lr;)%-;?ems bug fix and enhancement V4.14.v4.15.CB7.0.2
N0 bt A ST gieweisceros
00 iy DAL Mot ol e 0 g 14141508702
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security

security

security

security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security

security

RHSA-

2021:3447

RHSA-

2021:3151

RHSA-

2021:3061

RHSA-

2021:3058

RHSA-

2021:3057

RHBA-

2021:3085

RHBA-

2021:3080

RHBA-

2021:3070

RHBA-

2021:3059

RHBA-

2021:3056

RHBA-

2021:3055

RHBA-

2021:3053

RHBA-

2021:3052

RHBA-

2021:3051

RHBA-

2021:3050

RHBA-

2021:3047

RHBA-

2021:3046

RHSA-

2021:3027

RHSA-

2021:2717

Important: kernel security and bug
fix update

Important: sssd security update

Moderate: virt:rhel and virt-
devel:rhel security and bug fix
update

Moderate: glib2 security update

Important: kernel security, bug fix,
and enhancement update

systemtap bug fix and enhancement
update

insights-client bug fix and
enhancement update

container-tools:rhel8 security, bug
fix, and enhancement update

systemd bug fix and enhancement
update

nfs-utils bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

virt-what bug fix and enhancement
update

kexec-tools bug fix and enhancement

update

selinux-policy bug fix and
enhancement update

samba bug fix and enhancement
update

perl bug fix and enhancement update

mdadm bug fix and enhancement
update

Important: microcode_ctl security,
bug fix and enhancement update

Important: systemd security update
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security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
enhancement
security
security

security

RHSA-
2021:2714

RHSA-
2021:2575

RHSA-
2021:2574

RHSA-
2021:2570

RHSA-
2021:2569

RHSA-
2021:2566

RHBA-
2021:2586

RHBA-
2021:2581

RHBA-
2021:2580

RHBA-
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RHBA-
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RHBA-
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RHBA-

2021:2572

RHBA-

2021:2571

RHBA-

2021:2568

RHBA-

2021:2565

RHEA-

2021:2421

RHSA-

2021:2371

RHSA-

2021:2359

RHSA-

2021:2308

Important: kernel security and bug
fix update

Moderate: 1z4 security update

Moderate: rpm security update

Important: kernel security and bug
fix update

Moderate: libxml2 security update

Moderate: fwupd security update

rsyslog bug fix and enhancement
update

openldap bug fix and enhancement
update

firewalld bug fix and enhancement
update

unzip bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

NetworkManager bug fix and
enhancement update

systemd bug fix and enhancement
update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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sssd bug fix and enhancement update v4.14,v4.15,CB7.0.2

kexec-tools bug fix and enhancement

update

tuned bug fix and enhancement
update

libpg bug fix and enhancement
update

Important: container-tools:rhel8
security update

Important: dhcp security update

Important: microcode_ctl security,
bug fix and enhancement update

v4.14,v4.15,CB7.0.2
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bugfix
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2021:2238
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Important: polkit security update

Important: glib2 security and bug fix
update

Important: kernel security and bug
fix update

bash bug fix and enhancement
update

Important: bind security update

Moderate: grafana security, bug fix,
and enhancement update

Moderate: unbound security, bug fix,
and enhancement update

Moderate: httpd:2.4 security, bug fix,
and enhancement update

Moderate: userspace graphics, xorg-
x11, and mesa security, bug fix, and
enhancement update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

Moderate: tigervnc security, bug fix,
and enhancement update

Moderate: virt:rhel and virt-
devel:rhel security, bug fix, and
enhancement update

Moderate: shim security update

Low: sudo security and bug fix
update

Moderate: brotli security update

Low: bash security and bug fix
update

Moderate: perl security and bug fix
update

Low: libdb security update
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322118 security ?5?’?633 Moderate: python3 security update  |v4.14,v4.15,CB7.0.2
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Sg_zllé security 5531’3'610 m%‘;ferate: curl security and bug fix 4 14 4 15 CB7.0.2
2021- _ RHSA- Mode_rate: python-cryptography

05-18 security 2021:1608 Zepcdl;rtgy, bug fix, and enhancement  v4.14,v4.15,CB7.0.2
322118 security ZR(gslpng? Moderate: libxml2 security update  v4.14,v4.15,CB7.0.2
522118 security %593 Moderate: krb5 security update v4.14,v4.15,CB7.0.2
518 P 051150 fix. and enhancement update V4 14V415.CBT.02
O ety S Mo ol o M0 41404158702
822118 security %582 Moderate: cpio security update v4.14,v4.15,CB7.0.2
322118 security %581 Moderate: sqlite security update v4.14,v4.15,CB7.0.2
O ey SHSEC et Og14ya150702
2020 ity RHSA- F@h%tmNt%‘:g““d " laisceroz
522118 enhancement 5(;5'6‘1956 rhc bug fix and enhancement update |v4.14,v4.15,CB7.0.2
2021- RHEA- python-rpm-macros bug fix and

enhancement v4.14,v4.15,CB7.0.2

05-18 2021:1923  |enhancement update
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enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

libfprint bug fix and enhancement

update

fstrm bug fix and enhancement

update

grafana-pcp bug fix and
enhancement update

redhat-rpm-config bug fix and

enhancement update

libpg bug fix and enhancement

update

libreswan bug fix and enhancement

update

openscap bug fix and enhancement

update

alsa-lib bug fix and enhancement

update

open-vm-tools bug fix and

enhancement update

libseccomp bug fix and enhancement

update

nftables bug fix and enhancement

update

ima-evme-utils bug fix and
enhancement update

libpcap bug fix and enhancement

update

device-mapper-multipath bug fix and

enhancement update

pciutils bug fix and enhancement

update

mcelog bug fix and enhancement

update

redhat-logos bug fix and
enhancement update

tzdata bug fix and enhancement

update

irgbalance bug fix and enhancement

update

sos bug fix and enhancement update
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2021- RHEA- libarchive bug fix and enhancement

05-18 enhancement 20211580  |update v4.14,v4.15,CB7.0.2
322118 enhancement ZR(;EA1576 ﬁg‘;gg bug fix and enhancement 4 144 15,B7.0.2
cO2 enhancement D0 323‘;;“9 fixand enhancement 4 14 v4.15,CB7.0.2
ég_zllé bugfix %88 Bg;gtzug fix and enhancement v4.14,v4.15,CB7.0.2
L g SHBA ORORMROREY uslscoros
322118 bugfix %82 rhc bug fix and enhancement v4.14,v4.15,CB7.0.2
Sg_zllé bugfix ;;Efﬁégl Sggztte’ug fix and enhancement v4.14,v4.15,CB7.0.2
ég_zllé bugfix %SO 3332:? bug fix and enhancement | 1 11 14 15 CB7.0.2
522118 bugfix %37 E:)?jtz(;tZUf-c bug fix and enhancement V4.14.v4.15.CB7.0.2
T A
Sg_zllé bugfix ;;—El‘ﬁéw ggg‘atk;“g fix and enhancement v4.14,v4.15,CB7.0.2
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Sg_zllé bugfix %72 LSS’(:;?S bug fix and enhancement |, 1, 4 15 cB7.0.2
N bugix SO0 S;g’;{ebug fix and enhancement 4 144.15,CB7.0.2
S bugix SO0 3‘;?;22 bug fix and enhancement 4 14 \4 15 cB7.0.2
522118 bugfix %29 a/)s(;ztrgtap bug fix and enhancement v4.14.v4.15.CB7.0.2
nglls bugfix %26 \nggtde bug fix and enhancement 4 144 15,B7.0.2
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bugfix
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2021:1718
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2021:1717
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2021:1715
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2021:1703
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perl-Time-HiRes bug fix and
enhancement update

libblockdev bug fix and
enhancement update

pyOpenSSL bug fix and
enhancement update

libmpc bug fix and enhancement
update

oddjob bug fix and enhancement
update

libndp bug fix and enhancement
update

squashfs-tools bug fix and
enhancement update

chrony bug fix and enhancement
update

cryptsetup bug fix and enhancement

update

ledmon bug fix and enhancement
update

irgbalance bug fix and enhancement

update

libbpf bug fix and enhancement
update

policycoreutils bug fix and
enhancement update
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update
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update
gcc bug fix and enhancement update v4.14,v4.15,CB7.0.2

openldap bug fix and enhancement

update v4.14,v4.15,CB7.0.2
redhat-release bug fix and V4.14.v4.15,CB7.0.2
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02-16
2021-
02-16
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bugfix

security
security
security
security
security
bugfix

security
security

security

security

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2021:1091

RHSA-
2021:1064

RHSA-
2021:1024

RHSA-
2021:0711

RHSA-
2021:0696

RHSA-
2021:0670

RHBA-
2021:0621

RHSA-
2021:0558

RHSA-
2021:0557

RHSA-
2021:0538

RHSA-
2021:0531

RHBA-

2021:0567

RHBA-

2021:0566

RHBA-

2021:0565

RHBA-

2021:0563

RHBA-

2021:0562

RHBA-

2021:0561

RHBA-

2021:0559

RHBA-

2021:0556

file bug fix and enhancement update

Moderate: virt:rhel and virt-
devel:rhel security update

Important: openssl security update

Important: virt:rhel and virt-
devel:rhel security update

Moderate: grub2 security update

Important: bind security update

microcode_ctl bug fix and
enhancement update

Important: kernel security, bug fix,
and enhancement update

Moderate: perl security update

Moderate: nss security and bug fix
update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

tuned bug fix and enhancement
update

subscription-manager bug fix and
enhancement update

postfix bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

dbus bug fix and enhancement
update

kmod bug fix and enhancement
update

kexec-tools bug fix and enhancement

update

glibc bug fix and enhancement
update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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v4.14,v4.15,CB7.0.2
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v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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2020-
12-15

2020-
12-15

2020-
12-15
2020-
12-15
2020-
12-15
2020-
12-15
2020-
12-15

2020-
12-15

bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
security
bugfix
security

bugfix

security

security
security
security
security

security

enhancement

enhancement

RHBA-
2021:0555

RHBA-
2021:0554

RHBA-
2021:0553

RHBA-
2021:0542

RHBA-
2021:0539

RHSA-
2021:0507

RHBA-
2021:0328

RHSA-
2021:0218

RHBA-
2021:0276

RHSA-
2021:0003

RHBA-
2021:0013

RHSA-
2020:5503

RHSA-
2020:5483

RHSA-
2020:5480

RHSA-
2020:5479

RHSA-
2020:5476

RHSA-
2020:5473

RHEA-
2020:5501

RHEA-
2020:5481

samba bug fix and enhancement
update

Ivm2 bug fix and enhancement
update

dracut bug fix and enhancement
update

virt:rhel bug fix update

libblockdev bug fix and
enhancement update

Important: subversion:1.10 security
update

selinux-policy bug fix and
enhancement update

Important: sudo security update

tzdata bug fix and enhancement
update

Important: kernel security and bug
fix update

tzdata bug fix and enhancement
update

Moderate: mariadb-connector-c
security, bug fix, and enhancement
update

Moderate: gnutls security and bug
fix update

Important: net-snmp security and
bug fix update

Important: linux-firmware security
and enhancement update

Important: openssl security and bug
fix update

Moderate: kernel security and bug
fix update

openscap bug fix and enhancement
update

microcode_ctl bug fix and
enhancement update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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v4.14,v4.15,CB7.0.2
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v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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2020-
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2020-
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2020-
11-03

bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security

security

security

security

security

RHBA-
2020:5496

RHBA-
2020:5494

RHBA-
2020:5489

RHBA-
2020:5484

RHBA-
2020:5482

RHBA-
2020:5478

RHBA-
2020:5477

RHBA-
2020:5475

RHBA-
2020:5474

RHBA-
2020:5472

RHSA-
2020:5401

RHSA-
2020:5085

RHSA-
2020:4952

RHSA-
2020:4760

RHSA-
2020:4751

RHSA-
2020:4712

RHSA-
2020:4694

RHSA-
2020:4687

RHSA-
2020:4685

container-tools:rhel8 bug fix update v4.14,v4.15,CB7.0.2

virt:rhel bug fix update v4.14,v4.15,CB7.0.2

insights-client bug fix and
enhancement update

tigervnc bug fix and enhancement
update

v4.14,v4.15,CB7.0.2
v4.14,v4.15,CB7.0.2

curl bug fix and enhancement update v4.14,v4.15,CB7.0.2

systemd bug fix and enhancement

v4.14,v4.15,CB7.0.2
update
iptables bug fix and enhancement V4.14.v4.15,CB7.0.2
update
kexec-tools bug fix and enhancement V4.14.v4.15,CB7.0.2
update
NetworkManager bug fix and V4.14.v4.15.CB7.0.2
enhancement update
tuned bug fix and enhancement V4.14.v4.15,CB7.0.2

update
Important: libpg security update v4.14,v4.15,CB7.0.2

Moderate: microcode_ctl security,

bug fix and enhancement update v4.14,v4.15,CB7.0.2

Important: freetype security update |v4.14,v4.15,CB7.0.2

Moderate: tcpdump security, bug fix,

and enhancement update v4.14,v4.15,CBT7.0.2
Moderate: httpd:2.4 security, bug fix, v4.14.v4.15.CB7.0.2
and enhancement update

Moderate: subversion:1.10 security V4.14.v4.15.CB7.0.2

update

Moderate: container-tools:rhel8
security, bug fix, and enhancement  v4.14,v4.15,CB7.0.2
update

Moderate: oddjob security, bug fix,

and enhancement update v4.14,v4.15,CB7.0.2

Important: kernel security update v4.14,v4.15,CB7.0.2
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security

security

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

RHSA-
2020:4682

RHSA-
2020:4676

RHSA-
2020:4634

RHSA-
2020:4599

RHSA-
2020:4568

RHSA-
2020:4553

RHSA-
2020:4547

RHSA-
2020:4545

RHSA-
2020:4542

RHSA-
2020:4539

RHSA-
2020:4514

RHSA-
2020:4508

RHSA-
2020:4500

RHSA-
2020:4497

RHSA-
2020:4490

RHSA-
2020:4484

RHSA-
2020:4482

RHSA-
2020:4479

RHSA-
2020:4469

Moderate: grafana security, bug fix,
and enhancement update

Moderate: virt:rhel and virt-
devel:rhel security, bug fix, and
enhancement update

Moderate: libtiff security update

Moderate: curl security and bug fix
update

Moderate: libldb security, bug fix,
and enhancement update

Low: systemd security, bug fix, and
enhancement update

Low: libpcap security, bug fix, and
enhancement update

Moderate: libssh security, bug fix,
and enhancement update

Moderate: cryptsetup security, bug
fix, and enhancement update

Moderate: pcre2 security and
enhancement update

Low: openssl security, bug fix, and
enhancement update

Moderate: libsolv security, bug fix,
and enhancement update

Moderate: bind security, bug fix, and
enhancement update

Moderate: cyrus-sasl security, bug
fix, and enhancement update

Moderate: gnupg?2 security, bug fix,
and enhancement update

Moderate: expat security update

Moderate: libgcrypt security, bug
fix, and enhancement update

Moderate: libxml2 security update

Low: cups security and bug fix
update

v4.14,v4.15,CB7.0.2
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securit RHSA-
y 2020:4465
securit RHSA-
y 2020:4464
securit RHSA-
y 2020:4453
securit RHSA-
y 2020:4451
securit RHSA-
y 2020:4444
securit RHSA-
y 2020:4443
securit RHSA-
y 2020:4442
securit RHSA-
y 2020:4436
securit RHSA-
y 2020:4433
securit RHSA-
y 2020:4432
securit RHSA-
y 2020:4431
enhancement RHEA-
2020:4825
enhancement RHEA-
2020:4801
enhancement RHEA-
2020:4775
enhancement RHEA-
2020:4749
enhancement RHEA-
2020:4745
enhancement RHEA-
2020:4742
enhancement RHEA-
2020:4735
enhancement RHEA-
2020:4727

Low: binutils security update
Moderate: libxslt security update

Moderate: vim security update

Moderate: GNOME security, bug
fix, and enhancement update

Moderate: glibc security, bug fix,

and enhancement update

Moderate: libarchive security update

Moderate: sqlite security update

Low: gnome-software and fwupd
security, bug fix, and enhancement

update

Moderate: python3 security and bug

fix update

Moderate: python-pip security

update

Moderate: kernel security, bug fix,

and enhancement update

redhat-rpm-config bug fix and

enhancement update

systemtap bug fix and enhancement

update

rsyslog bug fix and enhancement

update

udisks2 bug fix and enhancement

update

git bug fix and enhancement update

userspace graphics, xorg-x11, and
mesa bug fix and enhancement

update

open-vm-tools bug fix and

enhancement update

new module: perl:5.30
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2020:4724

RHEA-
2020:4722

RHEA-
2020:4720

RHEA-
2020:4680

RHEA-
2020:4596

RHEA-
2020:4587

RHEA-
2020:4583

RHEA-
2020:4571

RHEA-
2020:4555

RHEA-
2020:4549

RHEA-
2020:4543

RHEA-
2020:4540

RHEA-
2020:4535

RHEA-
2020:4534

RHEA-
2020:4525

RHEA-
2020:4521

RHEA-
2020:4516

RHEA-
2020:4510

RHEA-
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RHEA-
2020:4492

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

perl-10-Socket-SSL:2.066 and perl-
libwww-perl:6.34 update

libreswan bug fix and enhancement
update

ipmitool bug fix and enhancement
update

Imdb bug fix and enhancement
update

efivar bug fix and enhancement
update

libusbx bug fix and enhancement
update

brotli bug fix and enhancement
update

elfutils bug fix and enhancement
update

libpsl bug fix and enhancement
update

mcelog bug fix and enhancement
update

samba bug fix and enhancement
update

device-mapper-multipath bug fix and

enhancement update

nftables bug fix and enhancement
update

sos bug fix and enhancement update

libcap bug fix and enhancement
update

libmodulemd bug fix and
enhancement update

memstrack bug fix and enhancement
update

yum bug fix and enhancement
update

authselect bug fix and enhancement
update

pciutils bug fix and enhancement
update
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igz(% enhancement 5(;_'2%3468 Isof bug fix and enhancement update |v4.14,v4.15,CB7.0.2
igz& enhancement 5()%%2456 L(Z)rg:t-ecore bug fix and enhancement v4.14,v4.15,CB7.0.2
1203 DU 50o0aass  enmancementupdate  VA14v415.CB702
ig_zgé bugfix %52 Eg(ﬁ‘é"a” bug fix and enhancement 14 15 cB7.0.2
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igzgg bugfix Ec;;%ﬁ_?sg 3';‘(‘;‘&1? bug fix and enhancement 1 11 14 15 CB7.0.2
58283 bugfix 5(;—[(3);3\-750 apr bug fix and enhancement update v4.14,v4.15,CB7.0.2
1105 P9 004734 enhancoment update VA14)4.15,C87.02
1205 PO 00726 enhancement pcte V4.144.15,CB7.02


https://access.redhat.com/errata/RHEA-2020:4491
https://access.redhat.com/errata/RHEA-2020:4491
https://access.redhat.com/errata/RHEA-2020:4489
https://access.redhat.com/errata/RHEA-2020:4489
https://access.redhat.com/errata/RHEA-2020:4487
https://access.redhat.com/errata/RHEA-2020:4487
https://access.redhat.com/errata/RHEA-2020:4472
https://access.redhat.com/errata/RHEA-2020:4472
https://access.redhat.com/errata/RHEA-2020:4468
https://access.redhat.com/errata/RHEA-2020:4468
https://access.redhat.com/errata/RHEA-2020:4456
https://access.redhat.com/errata/RHEA-2020:4456
https://access.redhat.com/errata/RHBA-2020:4858
https://access.redhat.com/errata/RHBA-2020:4858
https://access.redhat.com/errata/RHBA-2020:4852
https://access.redhat.com/errata/RHBA-2020:4852
https://access.redhat.com/errata/RHBA-2020:4851
https://access.redhat.com/errata/RHBA-2020:4851
https://access.redhat.com/errata/RHBA-2020:4850
https://access.redhat.com/errata/RHBA-2020:4850
https://access.redhat.com/errata/RHBA-2020:4849
https://access.redhat.com/errata/RHBA-2020:4849
https://access.redhat.com/errata/RHBA-2020:4848
https://access.redhat.com/errata/RHBA-2020:4848
https://access.redhat.com/errata/RHBA-2020:4833
https://access.redhat.com/errata/RHBA-2020:4833
https://access.redhat.com/errata/RHBA-2020:4813
https://access.redhat.com/errata/RHBA-2020:4813
https://access.redhat.com/errata/RHBA-2020:4810
https://access.redhat.com/errata/RHBA-2020:4810
https://access.redhat.com/errata/RHBA-2020:4797
https://access.redhat.com/errata/RHBA-2020:4797
https://access.redhat.com/errata/RHBA-2020:4789
https://access.redhat.com/errata/RHBA-2020:4789
https://access.redhat.com/errata/RHBA-2020:4750
https://access.redhat.com/errata/RHBA-2020:4750
https://access.redhat.com/errata/RHBA-2020:4734
https://access.redhat.com/errata/RHBA-2020:4734
https://access.redhat.com/errata/RHBA-2020:4726
https://access.redhat.com/errata/RHBA-2020:4726

2020-
11-03

2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03
2020-
11-03

2020-
11-03

bugfix
bugfix
bugfix
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bugfix
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bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2020:4718

RHBA-
2020:4683

RHBA-
2020:4675

RHBA-
2020:4660

RHBA-
2020:4645

RHBA-
2020:4630

RHBA-
2020:4626

RHBA-
2020:4624

RHBA-
2020:4623

RHBA-
2020:4604

RHBA-
2020:4603

RHBA-
2020:4601

RHBA-
2020:4600

RHBA-
2020:4594

RHBA-
2020:4592

RHBA-
2020:4591

RHBA-
2020:4589

RHBA-
2020:4588

RHBA-
2020:4586

RHBA-
2020:4584

aide bug fix and enhancement update v4.14,v4.15,CB7.0.2

tigervnc bug fix and enhancement
update

man-pages-overrides bug fix and
enhancement update

hyperv-daemons bug fix and
enhancement update

unbound bug fix and enhancement
update

wget bug fix and enhancement
update

scap-security-guide bug fix and
enhancement update

vsftpd bug fix and enhancement
update

openscap bug fix and enhancement
update

mokutil bug fix and enhancement
update

device-mapper-persistent-data bug
fix and enhancement update

realmd bug fix and enhancement
update

snappy bug fix and enhancement
update

tzdata bug fix and enhancement
update

psmisc bug fix and enhancement
update

libstoragemgmt bug fix and
enhancement update

libsemanage bug fix and
enhancement update

libbpf bug fix and enhancement
update

bash bug fix and enhancement
update

python-linux-procfs bug fix and
enhancement update
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tar bug fix and enhancement update

libdb bug fix and enhancement
update

kbd bug fix and enhancement update

rsync bug fix and enhancement
update

adcli bug fix and enhancement
update

net-snmp bug fix and enhancement
update

util-linux bug fix and enhancement
update

shim bug fix and enhancement
update

sssd bug fix and enhancement update

libtevent bug fix and enhancement
update

libtdb bug fix and enhancement
update

libtalloc bug fix and enhancement
update

mdadm bug fix and enhancement
update

rpm bug fix and enhancement update

e2fsprogs bug fix and enhancement
update

tuned bug fix and enhancement
update

hwdata bug fix and enhancement
update

zstd bug fix and enhancement update

xfsprogs bug fix and enhancement
update

kmod-kvdo bug fix and enhancement

update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
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bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2020:4548

RHBA-
2020:4546

RHBA-
2020:4544

RHBA-
2020:4541

RHBA-
2020:4538

RHBA-
2020:4536

RHBA-
2020:4533

RHBA-
2020:4531

RHBA-
2020:4530

RHBA-
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gpgme bug fix and enhancement
update

Ivm2 bug fix and enhancement
update

setools bug fix and enhancement
update

krb5 bug fix and enhancement
update

logrotate bug fix and enhancement
update

crypto-policies bug fix and
enhancement update

Ishw bug fix and enhancement
update

file bug fix and enhancement update

nfs-utils bug fix and enhancement
update

selinux-policy bug fix and
enhancement update

gnutls bug fix and enhancement
update

nettle bug fix and enhancement
update

dmidecode bug fix and enhancement
update

iptables bug fix and enhancement
update

sed bug fix and enhancement update

libffi bug fix and enhancement
update

grub2 bug fix and enhancement
update

libteam bug fix and enhancement
update

librepo bug fix and enhancement
update

gcc bug fix and enhancement update
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2020:4502

RHBA-
2020:4501

RHBA-
2020:4499

RHBA-
2020:4498

RHBA-
2020:4495

RHBA-
2020:4494

RHBA-
2020:4493

RHBA-
2020:4488

RHBA-
2020:4486

RHBA-
2020:4485

RHBA-
2020:4478

RHBA-
2020:4477

RHBA-
2020:4473

RHBA-
2020:4467

RHBA-
2020:4466

RHBA-
2020:4463

RHBA-
2020:4462

RHBA-
2020:4461

RHBA-
2020:4460

RHBA-
2020:4459

grubby bug fix and enhancement
update

iprutils bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

numactl bug fix and enhancement
update

redhat-release bug fix and
enhancement update

dhcp bug fix and enhancement
update

linux-firmware bug fix and
enhancement update

libkcapi bug fix and enhancement
update

sudo bug fix and enhancement
update

tpm2-tss bug fix and enhancement
update

iproute bug fix and enhancement
update

filesystem bug fix and enhancement

update

dracut bug fix and enhancement
update

shadowe-utils bug fix and
enhancement update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

pam bug fix and enhancement update v4.14,v4.15,CB7.0.2

initscripts bug fix and enhancement

update

kexec-tools bug fix and enhancement

update

firewalld bug fix and enhancement

update

subscription-manager bug fix and
enhancement update

procps-ng bug fix and enhancement

update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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2020- RHBA- setup bug fix and enhancement

11-03 bugfix 2020:4458  update v4.14,v4.15,CB7.0.2
ﬁz&) bugfix 502—3:2;157 Sggglgap bug fix and enhancement /14 4 15 cB7.0.2
i(lj-zc())?: bugfix 502—322155 ﬁggg?gﬁg bug fix and enhancement |, ; 14 4 15 cB7.0.2
ig_zgé bugfix %5 A ﬁgﬁgls bug fix and enhancement ., 14 \4 15 cB7.0.2
igz& bugfix et Sgg:@“g fix and enhancement v4.14,v4.15,CB7.0.2
igz& bugfix %47 1z4 bug fix and enhancement update |v4.14,v4.15,CB7.0.2
i(lj_zgé bugfix ;;%ﬁ; 46 gzzgizxy bug fix and enhancement v4.14,v4.15,CB7.0.2
ig_zgé bugfix %39 3332:? bug fix and enhancement | 1 11 14 15 CB7.0.2
i(izc())?) bugfix %38 Lesdrgtc;n bug fix and enhancement V4.14.v4.15.CB7.0.2
00 b SRR DTG0 0508m02
522(?3 bugfix %35 abrt bug fix and enhancement update v4.14,v4.15,CB7.0.2
ig_zg?: bugfix ;;4232213 . Egg;ct’:'s bug fix and enhancement |\ 1114 15 CB7.0.2
i82207 bugfix %76 nftables bug fix update v4.14,v4.15,CB7.0.2
0 bt SRR UM scenos
582206 bugfix ;;—ng tzdata enhancement update v4.14,v4.15,CB7.0.2
oo security SO ;?{plf’;é"’,‘d?g kernel security and bug 4 14 v4.15,cB7.0.2
ingg bugfix 5(;%3282 tzdata enhancement update v4.14,v4.15,CB7.0.2
382209 security 5(;—%:'2‘:059 Important: virt:rhel security update |v4.14,v4.15,CB7.0.2
382100 security %714 Important: httpd:2.4 security update |v4.14,v4.15,CB7.0.2
88288 security %658 Important: librepo security update  \v4.14,v4.15,CB7.0.2
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security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
security

security

security

RHSA-
2020:3654

RHBA-
2020:3668

RHBA-
2020:3659

RHBA-
2020:3657

RHBA-
2020:3656

RHBA-
2020:3655

RHBA-
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RHBA-
2020:3652

RHBA-
2020:3651

RHBA-
2020:3650

RHBA-
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RHBA-
2020:3648

RHBA-
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RHBA-
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RHSA-

2020:3280

RHBA-

2020:3262

RHSA-

2020:3218

RHSA-

2020:3216

RHSA-

2020:3053

Moderate: libcroco security update

libpg bug fix and enhancement

update

dnf-plugins-core bug fix update

zlib bug fix and enhancement update

libteam bug fix and enhancement

update

selinux-policy bug fix and

enhancement update

bind bug fix and enhancement

update

kernel bug fix update

sos bug fix and enhancement update

initscripts bug fix and enhancement

update

subscription-manager bug fix and

enhancement update

device-mapper-multipath bug fix and

enhancement update

device-mapper-multipath bug fix and

enhancement update

ca-certificates bug fix and

enhancement update

Moderate: nss and nspr security, bug
fix, and enhancement update

shim bug fix and enhancement

update

Moderate: kernel security and bug

fix update

Moderate: grub2 security update

Moderate: container-tools:rhel8
security, bug fix, and enhancement

update
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security
security
security
enhancement
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
security
enhancement
security
security
bugfix
bugfix
bugfix
bugfix

bugfix
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2020:3010

RHEA-
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RHBA-
2020:3015
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RHSA-
2020:2774
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Important: dbus security update

Moderate: NetworkManager security

and bug fix update

Important: kernel security, bug fix,
and enhancement update

open-vm-tools bug fix and

enhancement update

selinux-policy bug fix and

enhancement update

iptables bug fix and enhancement

update

net-snmp bug fix and enhancement

update

yum bug fix and enhancement

update

grub2 bug fix and enhancement

update

systemd bug fix and enhancement

update

Important: virt:rhel security update

Important: nghttp2 security update

microcode_ctl bug fix and

enhancement update

Important: grafana security update
Important: gnutls security update

sos bug fix and enhancement update

selinux-policy bug fix and

enhancement update

subscription-manager bug fix and

enhancement update

coreutils bug fix and enhancement

update

initscripts bug fix and enhancement

update
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Moderate: microcode_ctl security,
bug fix and enhancement update

Important: kernel security and bug
fix update

container-tools:rhel8 bug fix update
Important: unbound security update

Important: bind security update

Important: kernel security and bug
fix update

Important: libreswan security update

Moderate: gnutls security update
Important: git security update

tzdata enhancement update

Important: container-tools:rhel8
security update

Moderate: python-pip security
update

Moderate: e2fsprogs security, bug
fix, and enhancement update

Moderate: ibus and glib2 security
and bug fix update

Moderate: samba security, bug fix,
and enhancement update

Moderate: gcc security and bug fix
update

Moderate: bind security, bug fix, and

enhancement update

Moderate: openssl security and bug
fix update

Low: glibc security, bug fix, and
enhancement update

Moderate: libxml2 security update
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Moderate: sqlite security and bug fix
update

Moderate: sudo security, bug fix, and
enhancement update

Low: binutils security and bug fix
update

Moderate: systemd security, bug fix,
and enhancement update

Moderate: curl security update

Low: unzip security update

Important: kernel security, bug fix,
and enhancement update

Moderate: GNOME security, bug
fix, and enhancement update

Low: cups security and bug fix
update

Moderate: python3 security and bug
fix update

Moderate: unbound security update

Moderate: rsyslog security, bug fix,
and enhancement update

Moderate: libtiff security update

Low: libmspack security and bug fix
update

Moderate: gt5 security, bug fix, and
enhancement update

Moderate: grafana security, bug fix,
and enhancement update

Moderate: container-tools:rhel8
security, bug fix, and enhancement
update

Low: tcpdump security update

mcelog bug fix and enhancement
update
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enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

sos bug fix and enhancement update

iptables bug fix and enhancement

update

setools bug fix and enhancement

update

Ivm2 bug fix and enhancement

update

elfutils bug fix and enhancement

update

rdma bug fix and enhancement

update

libtalloc bug fix and enhancement

update

firewalld bug fix and enhancement

update

rpm bug fix and enhancement update

libsemanage bug fix and
enhancement update

libndp bug fix and enhancement

update

libmodulemd bug fix and
enhancement update

nftables bug fix and enhancement

update

flatpak bug fix and enhancement

update

libnftnl bug fix and enhancement

update

microcode_ctl bug fix and

enhancement update

fprintd and libfprint bug fix and

enhancement update

systemtap bug fix and enhancement

update

ipmitool bug fix and enhancement

update

alsa-lib bug fix and enhancement

update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2


https://access.redhat.com/errata/RHEA-2020:1900
https://access.redhat.com/errata/RHEA-2020:1900
https://access.redhat.com/errata/RHEA-2020:1889
https://access.redhat.com/errata/RHEA-2020:1889
https://access.redhat.com/errata/RHEA-2020:1886
https://access.redhat.com/errata/RHEA-2020:1886
https://access.redhat.com/errata/RHEA-2020:1881
https://access.redhat.com/errata/RHEA-2020:1881
https://access.redhat.com/errata/RHEA-2020:1872
https://access.redhat.com/errata/RHEA-2020:1872
https://access.redhat.com/errata/RHEA-2020:1865
https://access.redhat.com/errata/RHEA-2020:1865
https://access.redhat.com/errata/RHEA-2020:1861
https://access.redhat.com/errata/RHEA-2020:1861
https://access.redhat.com/errata/RHEA-2020:1836
https://access.redhat.com/errata/RHEA-2020:1836
https://access.redhat.com/errata/RHEA-2020:1835
https://access.redhat.com/errata/RHEA-2020:1835
https://access.redhat.com/errata/RHEA-2020:1831
https://access.redhat.com/errata/RHEA-2020:1831
https://access.redhat.com/errata/RHEA-2020:1808
https://access.redhat.com/errata/RHEA-2020:1808
https://access.redhat.com/errata/RHEA-2020:1790
https://access.redhat.com/errata/RHEA-2020:1790
https://access.redhat.com/errata/RHEA-2020:1774
https://access.redhat.com/errata/RHEA-2020:1774
https://access.redhat.com/errata/RHEA-2020:1767
https://access.redhat.com/errata/RHEA-2020:1767
https://access.redhat.com/errata/RHEA-2020:1763
https://access.redhat.com/errata/RHEA-2020:1763
https://access.redhat.com/errata/RHEA-2020:1761
https://access.redhat.com/errata/RHEA-2020:1761
https://access.redhat.com/errata/RHEA-2020:1671
https://access.redhat.com/errata/RHEA-2020:1671
https://access.redhat.com/errata/RHEA-2020:1652
https://access.redhat.com/errata/RHEA-2020:1652
https://access.redhat.com/errata/RHEA-2020:1642
https://access.redhat.com/errata/RHEA-2020:1642
https://access.redhat.com/errata/RHEA-2020:1641
https://access.redhat.com/errata/RHEA-2020:1641

2020-
04-28

2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28
2020-
04-28

2020-
04-28

enhancement

enhancement

enhancement

enhancement

enhancement

enhancement

bugfix
bugfix
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sscg bug fix and enhancement update v4.14,v4.15,CB7.0.2

input stack bug fix and enhancement
update

open-vm-tools bug fix and
enhancement update

virt:rhel bug fix and enhancement
update

httpd:2.4 bug fix and enhancement
update

perl-Convert-ASN1 and perl-LDAP
bug fix and enhancement update

systemd bug fix and enhancement
update

selinux-policy bug fix and
enhancement update

libreport bug fix and enhancement
update

openldap bug fix and enhancement
update

make bug fix and enhancement
update

cifs-utils bug fix and enhancement
update

xfsprogs bug fix and enhancement
update

util-linux bug fix and enhancement
update

ledmon bug fix and enhancement
update

passwd bug fix and enhancement
update

texinfo bug fix and enhancement
update

kmod bug fix and enhancement
update

fwupd bug fix and enhancement
update

sg3_utils bug fix and enhancement
update
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numactl bug fix and enhancement
update

libbpf bug fix and enhancement
update

mdadm bug fix and enhancement
update

strace bug fix and enhancement
update

linux-firmware bug fix and
enhancement update

realmd bug fix and enhancement
update

tuned bug fix and enhancement
update

grubby bug fix and enhancement
update

libldb bug fix and enhancement
update

libtdb bug fix and enhancement
update

libtevent bug fix and enhancement
update

adcli bug fix and enhancement
update

device-mapper-persistent-data bug
fix and enhancement update

openssl-pkes1l bug fix and
enhancement update

grub2 bug fix and enhancement
update

device-mapper-multipath bug fix and

enhancement update

hwdata bug fix and enhancement
update
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sssd bug fix and enhancement update v4.14,v4.15,CB7.0.2

zstd bug fix and enhancement update v4.14,v4.15,CB7.0.2

Ishw bug fix and enhancement
update

v4.14,v4.15,CB7.0.2
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dhcp bug fix and enhancement
update

libsolv bug fix and enhancement
update

librepo bug fix and enhancement
update

libcomps bug fix and enhancement
update

diffutils bug fix and enhancement
update

which bug fix and enhancement
update

pigz bug fix and enhancement update

subscription-manager bug fix and
enhancement update

cryptsetup bug fix and enhancement
update

NetworkManager bug fix and
enhancement update

python-ply bug fix and enhancement
update

python-cryptography bug fix and
enhancement update

libselinux bug fix and enhancement
update

rpcbind bug fix and enhancement
update

nfs-utils bug fix and enhancement
update

yum bug fix and enhancement
update

gnutls bug fix and enhancement
update

net-snmp bug fix and enhancement
update

postfix bug fix and enhancement
update

libcap-ng bug fix and enhancement
update
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audit bug fix and enhancement

v4.14,v4.15,CB7.0.2
update
crypto-policies bug fix and V4.14.v4.15,CB7.0.2
enhancement update
libteam bug fix and enhancement V4.14.v4.15,CB7.0.2
update
gssproxy bug fix and enhancement V4.14.v4.15.CB7.0.2
update
libstoragemgmt bug fix and V4.14.v4.15,CB7.0.2
enhancement update
rsync bug fix and enhancement V4.14.v4.15,CB7.0.2
update
initscripts bug fix and enhancement V4.14.v4.15,CB7.0.2
update
polkit bug fix and enhancement V4.14.v4.15,CB7.0.2
update
dmidecode bug fix and enhancement V4.14.v4.15.CB7.0.2
update
kpatch bug fix update v4.14,v4.15,CB7.0.2
python-urllib3 bug fix and V4.14.v4.15,CB7.0.2
enhancement update
psmisc bug fix and enhancement V4.14.v4.15,CB7.0.2
update
iproute bug fix and enhancement V4.14.v4.15,CB7.0.2
update
Im_sensors bug fix and enhancement V4.14.v4.15.CB7.0.2
update
kexec-tools bug fix and enhancement v4.14.v4.15.CB7.0.2
update
vdo and kmod-kvdo bug fix and V4.14.v4.15.CB7.0.2
enhancement update
ModemManager bug fix and V4.14.v4.15,CB7.0.2

enhancement update
pam bug fix and enhancement update v4.14,v4.15,CB7.0.2

policycoreutils bug fix and
enhancement update

libcap bug fix and enhancement
update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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2020- RHBA- krb5 bug fix and enhancement

04-28 bugfix 2020:1775  |update v4.14,v4.15,CB7.0.2
oazp DU D000 enhancementupdte V414,v4.15,CB7.02
391228 bugfix ZR(;—E:'?-??Z file bug fix and enhancement update v4.14,v4.15,CB7.0.2
822208 bugfix %71 zlib bug fix and enhancement update v4.14,v4.15,CB7.0.2
52228 bugfix ;:'2'3:?'770 Z%tgg’tfug fix and enhancement v4.14.v4.15,CB7.0.2
32258 bugfix 5()2—%3:?_768 Lppcj‘;tceb“g fix and enhancement v4.14,v4.15,CBT7.0.2
Sg_zgé bugfix 55%@'762 Lg%’;;’eo's bug fix and enhancement ', 14 14 15 cB7.0.2
ég_zzoé bugfix %60 ngjca‘fe bug fix and enhancement 1 14 14 15, cB7.0.2
52228 bugfix %59 3;‘3’;2“9 fix and enhancement v4.14.v4.15,CB7.0.2
G PO 50T o6s  enhancement updste V414,v4.15,CB7.02
0is MO 20740 |ennancoment updste VA144.15,CB7.0.2
oazs DU 2009730 ennancementupdte V414,v4.15,CB7.02
oazp DU 2009730 enhancamentpane | V414V415,CB702
322208 bugfix T E%rgt‘;“th bug fix and enhancement |, ; 14 4 15 cB7.0.2
ég_zzoé bugfix ;;—'8‘;“1'721 gi’;ﬁfg;iﬁt"j;ggf: bug fixand 41 14v4.15,CcB7.0.2
Sg_zzoé bugfix %zo ng;‘i;bug fix and enhancement | 1 444 15, cB7.0.2
026 MO 5001706 enhancementupdate VA.14,v4.15,CB7.02
322208 bugfix ;&()I—;_I(B):Al\%oo Li:))g;/tt:size bug fix and enhancement V4.14.v4.15.CB7.0.2
522208 bugfix %gg ‘J;g;’tde bug fix and enhancement 1 144 15 CB7.0.2
026 MO 5001573 bmnancementupdate - V414V415,CB702
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security
security
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bugfix
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bugfix
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RHBA-
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RHSA-
2020:1513

RHSA-
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tigervnc bug fix and enhancement
update

hyperv-daemons bug fix update

nss bug fix and enhancement update

xorg X11 server and driver bug fix
and enhancement update

openscap bug fix and enhancement
update

python-rpm-macros bug fix and
enhancement update

scap-security-guide bug fix and
enhancement update

tigervnc bugfix and enhancement
update

Important: git security update

Moderate: tigervnc security update

Important: container-tools:rhel8
security and bug fix update

Moderate: kernel security and bug
fix update

Important: virt:rhel security and bug
fix update

sssd bug fix and enhancement update

net-snmp bug fix and enhancement
update

openssl bug fix and enhancement
update

systemd bug fix and enhancement
update

kmod-kvdo bug fix and enhancement

update

binutils bug fix and enhancement
update

nftables bug fix and enhancement
update
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firewalld bug fix and enhancement
update

coreutils bug fix update

rpm bug fix update

kexec-tools bug fix and enhancement

update

insights-client bug fix and
enhancement update

Important: ipmitool security update
Important: zsh security update

Important: icu security update

Important: systemd security and bug
fix update

Important: sudo security update

Important: container-tools:rhel8
security, bug fix, and enhancement
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Important: kernel security and bug
fix update

Moderate: grub2 security update

libpg bug fix and enhancement
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glibc bug fix update

policycoreutils bug fix update
systemd bug fix update

tigervnc bug fix update

Moderate: virt:rhel security update
Important: sqglite security update
Important: libarchive security update
net-snmp bug fix update

Important: fribidi security update

Important: git security update

Important: container-tools:rhel8
security and bug fix update

kernel bug fix update

kexec-tools bug fix update

NetworkManager bug fix update

sos bug fix update

dracut bug fix update

systemd bug fix update
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mesa bug fix update
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open-vm-tools bug fix update

setup bug fix update

microcode_ctl bug fix and
enhancement update

Important: nss security update
Important: kernel security update

Important: kernel security update

microcode_ctl bug fix and
enhancement update

ca-certificates enhancement update
hwdata bug fix update
sos bug fix update

Moderate: dbus security update

Moderate: lua security and bug fix
update

Moderate: libjpeg-turbo security
update

Moderate: openssh security, bug fix,

and enhancement update

Moderate: curl security and bug fix
update

Low: openssl security, bug fix, and
enhancement update

Moderate: libarchive security and
bug fix update

Important: sudo security update

Low: sssd security, bug fix, and
enhancement update

Low: gettext security update
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enhancement RHEA-
2019:3448
enhancement RHEA-
2019:3434
enhancement RHEA-
2019:3397
enhancement RHEA-
2019:3378
enhancement RHEA-
2019:3371
enhancement RHEA-
2019:3366
bugfix RHBA-
9 2019:3697
bugfix RHBA-
9 2019:3696
bugfix RHBA-
9 2019:3693
bugfix RHBA-
9 2019:3692
bugfix RHBA-
9 2019:3689
bugfix RHBA-
9 2019:3687
bugfix RHBA-
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bugfix RHBA-
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bugfix RHBA-
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perl-Net-SSLeay and perl-10-
Socket-SSL bug fix and
enhancement update

grafana bug fix and enhancement
update

alsa-lib bug fix and enhancement
update

Imdb bug fix and enhancement
update

rsyslog bug fix and enhancement
update

systemtap bug fix and enhancement
update

libmodulemd bug fix update
yum bug fix update
python-requests bug fix update
samba bug fix update

sos bug fix update

Oday SELinux fix for Insights Client

parted bug fix and enhancement
update

mcelog bug fix and enhancement
update

squashfs-tools bug fix and
enhancement update

openldap bug fix and enhancement
update

postfix bug fix and enhancement
update

irgbalance bug fix and enhancement
update

rpcbind bug fix and enhancement
update
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mtr bug fix and enhancement update v4.14,v4.15,CB7.0.2

libtirpc bug fix and enhancement

update

libndp bug fix and enhancement

update

libreport bug fix and enhancement

update

iputils bug fix and enhancement

update

polkit bug fix and enhancement

update

libpcap bug fix and enhancement

update

python-setuptools bug fix and

enhancement update

libssh bug fix and enhancement

update

redhat-logos bug fix and

enhancement update

numactl bug fix and enhancement

update

Ivm2 bug fix and enhancement

update

libuser bug fix and enhancement

update

libffi bug fix and enhancement

update

cyrus-sasl bug fix and enhancement

update

adcli bug fix and enhancement

update

vim bug fix and enhancement update

authselect bug fix and enhancement

update

gmp bug fix and enhancement

update

crypto-policies bug fix and

enhancement update
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strace bug fix and enhancement
update

kpatch bug fix and enhancement
update

trousers bug fix and enhancement
update

blktrace bug fix and enhancement
update

tuned bug fix and enhancement
update

mdadm bug fix and enhancement
update

libstoragemgmt bug fix and
enhancement update

xfsprogs bug fix and enhancement
update

python-schedutils bug fix and
enhancement update

python-linux-procfs bug fix and
enhancement update

NetworkManager bug fix and
enhancement update

audit bug fix and enhancement
update

libidn2 bug fix and enhancement
update

shim bug fix and enhancement
update

shadowe-utils bug fix and
enhancement update

cups bug fix and enhancement
update

dbus-python bug fix and
enhancement update

libdb bug fix and enhancement
update

initscripts bug fix and enhancement
update

device-mapper-persistent-data bug
fix and enhancement update
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libgcrypt bug fix and enhancement
update

dracut bug fix and enhancement
update

util-linux bug fix and enhancement
update

sg3_utils bug fix and enhancement
update

iprutils bug fix and enhancement
update

sudo bug fix and enhancement
update

hwdata bug fix and enhancement
update

cronie bug fix and enhancement
update

bash bug fix and enhancement
update

ipset bug fix and enhancement
update

ModemManager bug fix and
enhancement update

python-pip bug fix and enhancement
update

grub2 bug fix and enhancement
update

grubby bug fix and enhancement
update

rpm bug fix and enhancement update

e2fsprogs bug fix and enhancement
update

icu bug fix and enhancement update

nfs-utils bug fix and enhancement
update

device-mapper-multipath bug fix and

enhancement update

setools bug fix and enhancement
update
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bugfix
bugfix
bugfix
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bugfix
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bugfix

bugfix
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2019:3570
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2019:3569

RHBA-
2019:3566

RHBA-
2019:3565

RHBA-
2019:3562

RHBA-
2019:3561

RHBA-
2019:3550

RHBA-
2019:3549

RHBA-
2019:3548

RHBA-
2019:3547

RHBA-
2019:3546

RHBA-
2019:3544

RHBA-
2019:3543
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2019:3541
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2019:3540

RHBA-
2019:3537
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2019:3536
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2019:3534
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net-snmp bug fix and enhancement
update

cryptsetup bug fix and enhancement
update

Im_sensors bug fix and enhancement
update

v4.14,v4.15,CB7.0.2
v4.14,v4.15,CB7.0.2
v4.14,v4.15,CB7.0.2
gcc bug fix and enhancement update v4.14,v4.15,CB7.0.2

gzip bug fix and enhancement update v4.14,v4.15,CB7.0.2

subscription-manager bug fix and

v4.14,v4.15,CB7.0.2
enhancement update
libteam bug fix and enhancement V4.14.v4.15,CB7.0.2
update
Ishw bug fix and enhancement V4.14.v4.15,CB7.0.2
update

vdo bug fix and enhancement update v4.14,v4.15,CB7.0.2

selinux-policy bug fix and

enhancement update v4.14,v4.15,CB7.0.2
Egg;tseocket bug fix and enhancement V4.14.v4.15,CB7.0.2
Lsgdnz;ebug fix and enhancement V4.14.v4.15.CB7.0.2
redhat-release bug fix and VA.14.v4.15.CB7.0.2
enhancement update T e
python-dmidecode bug fix and

enhancement update v4.14,v4.15,CB7.0.2
Sgndlgteecode bug fix and enhancement v4.14.v4.15.CB7.0.2
Eg)(;g(t:étools bug fix and enhancement V4.14.v4.15,CB7.0.2
checkpolicy bug fix and VA.14.v4.15.CB7.0.2
enhancement update o e
policycoreutils bug fix and v4.14v4.15 CB7.0.2
enhancement update T e
libsemanage bug fix and V4.14.v4.15,CB7.0.2
enhancement update

libselinux bug fix and enhancement V4.14.v4.15,CB7.0.2

update
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2019- RHBA- kmod bug fix and enhancement

11-05 bugfix 2019:3532  |update v4.14,v4.15,CB7.0.2
52135 bugfix quggésl L'SZZ?;' bug fix and enhancement '\ 4 14 4,15 cB7.0.2
0 bt SRR PLMARBOMmOTGN L sscenos
0 bt A Inmaenoa L sscenos
1005 9% 016553 enpancoment upcts
i(ilé)s bugfix 2Ro|_{—g:§f_521 Lrggstlsnce bug fix and enhancement V4.14.v4.15,CB7.0.2
itlj-lc?s- bugfix 5(?1325_516 EL%Sa tté“g fix and enhancement v4.14,v4.15,CB7.0.2
ig_lgé bugfix %15 stdp;rtceny bug fix and enhancement  \ 14 15 cB7.0.2
1% bugfix  SOSe S;)r:j‘gt'e's bug fix and enhancement 4 14 v4.15,cB7.0.2
L bt B Mmelomemad iscsnos
iglgs bugfix qu—gg\;l% nss bug fix and enhancement update v4.14,v4.15,CB7.0.2
ﬂlgs bugfix ;;122490 ldns bug fix and enhancement update v4.14,v4.15,CB7.0.2
1 bugfix Do L'gg;‘t’gc bug fix and enhancement -, 4 14 v4.15,cB7.0.2
52135 bugfix ;)q—g:';m satellite-5-client module update v4.14,v4.15,CB7.0.2
ig_lgé bugfix ;;—'3:’;59 ﬂggsa‘fez bug fix and enhancement 14 4 15 cB7.0.2
0 bt WAL BNy 105508702
1 bugix Do e bug fix and enhancement 4 14 v4.15,cB7.0.2
58135 bugfix ;)q—g';sl git bug fix and enhancement update v4.14,v4.15,CB7.0.2
00 g BRSOy s ceroa
ﬁl(?S bugfix %12 Z(p:ji:tr:ries bug fix and enhancement V4.14.v4.15,CB7.0.2
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bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
bugfix
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

bugfix

RHBA-
2019:3404

RHBA-
2019:3396

RHBA-
2019:3389

RHBA-
2019:3368

RHBA-
2019:3365

RHBA-
2019:3337

RHBA-
2019:3332

RHBA-
2019:3243

RHSA-
2019:2893

RHBA-
2019:2871

RHSA-
2019:2827

RHSA-

2019:2703

RHBA-

2019:2725

RHBA-

2019:2723

RHBA-

2019:2715

RHBA-

2019:2712

RHBA-

2019:2711

RHBA-

2019:2710

RHBA-

2019:2709

RHBA-

2019:2708

man-pages-overrides bug fix and
enhancement update

open-vm-tools bug fix update

redhat-rpm-config bug fix and
enhancement update

mesa and DRM bug fix and
enhancement update

libblockdev bug fix and
enhancement update

perl:5.24 bug fix and enhancement
update

nmap bug fix and enhancement
update

dracut bug fix update
Important: httpd:2.4 security update
tzdata enhancement update

Important: kernel security update

Important: kernel security and bug
fix update

Bug fixes for Red Hat Insights client
container-tools:rhel8 bug fix update
virt:rhel bug fix update

grub2 bug fix update

nfs-utils bug fix update

sudo bug fix update

rpm bug fix update

initscripts bug fix update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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bugfix
bugfix
bugfix
bugfix
bugfix
security
security
security
security
security
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix

security

RHBA-
2019:2707

RHBA-
2019:2706

RHBA-
2019:2705

RHBA-
2019:2704

RHBA-
2019:2702

RHSA-
2019:2692

RHSA-
2019:2582

RHSA-
2019:2512

RHSA-
2019:2411

RHSA-
2019:1959

RHSA-
2019:1951

RHBA-
2019:1961

RHBA-
2019:1960

RHBA-
2019:1958

RHBA-
2019:1957

RHBA-
2019:1956

RHBA-
2019:1955

RHBA-
2019:1872

RHBA-
2019:1703

RHSA-
2019:1714

bash bug fix update v4.14,v4.15,CB7.0.2
net-snmp bug fix update v4.14,v4.15,CB7.0.2
kmod-kvdo bug fix update v4.14,v4.15,CB7.0.2
nfs-utils bug fix update v4.14,v4.15,CB7.0.2
selinux-policy bug fix update v4.14,v4.15,CB7.0.2

Important: nghttp2 security update  \v4.14,v4.15,CB7.0.2

Important: pango security update v4.14,v4.15,CB7.0.2

Important: subversion:1.10 security

v4.14,v4.15,CB7.0.2
update

Important: kernel security update v4.14,v4.15,CB7.0.2

Important: kernel security, bug fix,

and enhancement update v4.14,v4.15CB7.0.2
Moderate: nss and nspr security, bug V4.14.v4.15,CB7.0.2
fix, and enhancement update

kmod-kvdo bug fix update v4.14,v4.15,CB7.0.2
sos bug fix update v4.14,v4.15,CB7.0.2
rpm bug fix update v4.14,v4.15,CB7.0.2
python3 bug fix update v4.14,v4.15,CB7.0.2

container-tools:rhel8 bug fix update v4.14,v4.15,CB7.0.2

satellite-5-client module update v4.14,v4.15,CB7.0.2

device-mapper-multipath bug fix and

v4.14,v4.15,CB7.0.2
enhancement update
tzdata enhancement update v4.14,v4.15,CB7.0.2
Important: bind security update v4.14,v4.15,CB7.0.2
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security
enhancement
security
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
bugfix
security
enhancement
security
security
security
enhancement
security
security
security

security

RHSA-
2019:1619

RHEA-
2019:1611

RHSA-
2019:1580

RHBA-
2019:1540

RHBA-
2019:1539

RHBA-
2019:1537

RHBA-
2019:1536

RHBA-
2019:1535

RHBA-
2019:1534

RHBA-
2019:1530

RHSA-

2019:1479

RHEA-

2019:1413

RHSA-

2019:1268

RHSA-

2019:1175

RHSA-

2019:1167

RHEA-

2019:1211

RHSA-

2019:1145

RHSA-

2019:0997

RHSA-

2019:0990

RHSA-

2019:0983

Important: vim security update

microcode_ctl bug fix and
enhancement update

Important: virt:rhel security update
sos bug fix update

iptables bug fix update
selinux-policy bug fix update
net-snmp bug fix update

systemd bug fix update

setup bug fix update

virt:rhel bug fix update

Important: kernel security and bug
fix update

microcode_ctl enhancement update
Important: virt:rhel security update

Important: virt:rhel security update

Important: kernel security and bug
fix update

microcode_ctl enhancement update
Important: bind security update

Important: python3 security update

Moderate: systemd security and bug
fix update

Important: wget security update

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2

v4.14,v4.15,CB7.0.2
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v4.14,v4.15,CB7.0.2
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Important: httpd:2.4 security update

Important: container-tools:rhel8
security and bug fix update

shim bug fix update
kmod bug fix update
nfs-utils bug fix update

libdnf bug fix update

tzdata bug fix and enhancement
update

pl1-kit bug fix update
sssd bug fix update

vdo bug fix update

glibc bug fix and enhancement
update

mesa bug fix update
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